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About This Document

Purpose

This document describes the appearance, features, installation, and upgrade of the
XP210 NIC card.

Intended Audience

This document is intended for:

e Enterprise administrators

e Enterprise device users

Symbol Conventions

The symbols that may be found in this document are defined as follows.

Symbol Description

A DANGER Indicates a hazard with a high level of risk which, if not avoided,
will result in death or serious injury.

A Indicates a hazard with a medium level of risk which, if not
avoided, could result in death or serious injury.

/\CAUTION Indicates a hazard with a low level of risk which, if not avoided,
could result in minor or moderate injury.

NOTICE Indicates a potentially hazardous situation which, if not avoided,
could result in equipment damage, data loss, performance
deterioration, or unanticipated results.

This symbol does not indicate human body injuries.

ED NOTE Supplements the important information in the main text.

NOTE is used to address information not related to personal
injury, equipment damage, and environment deterioration.
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Change History

Issue Date Description
02 2024-06-27 Added 5 Config.
01 2022-12-09 This issue is the first official release.
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Getting to Know the XP210

1.1 Overview
1.2 Appearance

1.3 Technical Specifications

1.1 Overview

The XP210 is a GE NIC that provides two 1000BASE-T ports using RJ45 connectors.
It is compatible with standard rack servers and high-density servers. The XP210 uses
the Intel 1350 chip, which integrates the media access control (MAC) and physical
layer (PHY).

1.2 Appearance

Components

Figure 1-1 shows the components of the XP210.
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Figure 1-1 XP210 components

5
1 1350 (with a heat sink) 2 NC-SI connector
NOTE
The 1350 is located below the
heat sink.
3 Mainboard 4 PCle edge connector
5 Bracket - -

Table 1-1describes the functions of the XP210 components.

Table 1-1 XP210 component description

Name Description

Mainboard Includes a NIC module, network port module, and power
module.

1350 NIC chip that implements NIC functions

Bracket A half-height or full-height NIC bracket

Issue 02 (2024-06-27) Copyright © xFusion Digital Technologies Co., Ltd. 2
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Name Description
PCle edge Connects the NIC to a PCle slot.
connector
NC-SI Network controller sideband interface, which is used for NIC
connector sideband communication.
Panel
Figure 1-2 shows the panel of the XP380.
Figure 1-2 XP210 panel
-
o
o
o
=
1 23 4
1 ACT (Link/Active) indicator 1 2 LNK (Link Speed) indicator 1
3 ACT (Link/Active) indicator 2 4 LNK (Link Speed) indicator 2
5 RJ45 electrical port 2 6 RJ45 electrical port 1
Indicators

The indicators on the XP210 display its working status.

indicators o

n the XP210 panel.

Table 1-2 describes the

Issue 02 (2024-06-27) Copyright © xFusion Digital Technologies Co., Ltd.
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Table 1-2 XP210 indicators

Indicator | Meaning Color | Description
Link/Active | Network Green | e Steady on: The link is connected
indicator connection status/ but no data is being transmitted.

Data transmission e Blinking: The link is connected and

indicator data is being transmitted.

e Off: The link is not connected.
Speed Speed indicator Orang | e Orange steady on: A 1 Gb/s link is
indicator e/ connected.
Green

e Green steady on: A 100 Mb/s link
is connected.

e Off: The link is not connected.

1.3 Technical Specifications

Table 1-3 describes technical specifications for the XP210.

Table 1-3 Specifications

consumption

Item Description

Dimensions (Hx W | 130 mm x 77 mm x 18 mm (including the front panel)
x D)

Form factor HHHL PCle card

Weight 0.3 kg (including the packaging)

Maximum power 44 W

PCle bandwidth 20 Gbit/s (PCle 2.0 x4)
Port rate 1000 Mb/s, 100 Mb/s
Number of ports 2

Port protocol Ethernet

Port type Electrical port (RJ45)
Chip model/ 1350/Intel
Manufacturer

Issue 02 (2024-06-27) Copyright © xFusion Digital Technologies Co., Ltd. 4
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Product Features

2.1 Feature List

2.2 Features Description

2.3 Standards and Protocols

2.1 Feature List

The XP210 has the following features:

PCle 2.0 x 4 host port.
Two RJ45 connectors at the rate of 100M and 1000M.
Auto-negotiation, full-duplex (100M/1000M).

Preboot execution environment (PXE), wake on LAN (WOL).

Single-Root I/0 Virtualization (SR-IOV).

Virtual Machine Device Queues (VMDq).

802.1Q VLAN.

Supports IP, TCP, and UDP checksum offloading.
Supports Transmit Segmentation Offload (TSO).
Supports Receive Side Scaling (RSS).

Supports Jumbo Frames.

MSI and MSI-X.

Network Adapter Teaming.

Supports network controller sideband interface (NC-SI) communication.

2.2 Features Description

PXE

PXE is used for remote boot over the Ethernet or IP network. It enables users to
connect to the remote PXE server for loading an OS.

Issue 02 (2024-06-27)
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802.1Q VLAN

The XP210 supports up to 4094 VLANs. The VLAN IDs are integers ranging from 1
to 4094.

The XP210 port does not add or delete tags to packets in the sending direction. The
VLAN_ID is specified by the OS or Hypervisor. The XP210 port only transparently
transmits packets. The XP210 port does not add or delete tags to packets in the
reception direction. Instead, the packets are transparently transmitted to the upper
layer (OS or Hypervisor).

SR-IOV
The XP210 ports support the SR-IOV function. The NIC supports a maximum of 16 (2

x 8) VFs, and the maximum number of supported VFs per port is limited to 7 by the
driver. The VFs generated from each physical port can be added and mapped to
virtual machines (VMs).

Auto negotiation
In 1000BASE-T mode, IEEE 802.3 defines that the auto-negotiation mode must be
used.

NC-SI

The XP210 supports NC-SI sideband communication. The baseboard management
controller (BMC) connects to the XP210 by using the NC-SI interface and
communicates with the external network by using the 1GE port of the XP210. The
XP210 forwards the BMC sideband communication packets without processing them.

When the power status of the mainboard is normal or standby, the XP210 can
perform NC-SI sideband communication.

2.3 Standards and Protocols

Table 2-1 lists the standards and protocols that the XP212 complies with.

Table 2-1 Standards and protocols

Standard Protocol

IEEE 802.1Q, 802.1p VLAN tags and priorities

IEEE 802.3ab 1000BASE-T

IEEE 802.3az Energy Efficient Ethernet (EEE)

DMTF DSP0222 Network Controller Sideband Interface
(NC-SI)

Issue 02 (2024-06-27) Copyright © xFusion Digital Technologies Co., Ltd. 6
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Compatibility

For details about the compatible servers, visit the compatibility list on the technical
support website or contact the local sales representatives.
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Installation and Upgrade

4.1 Installing the Hardware

4.2 Installing Drivers and Upgrading Firmware

4.1 Installing the Hardware

The XP210 is a PCle card. For details about how to install it, see sections related to
PCle cards in maintenance and service guides of servers.

After the NIC is installed, log in to the iBMC WebUI and choose System > System
Info > Network Adapters. For details, see the iBMC user guide of the corresponding
server model.

4.2 Installing Drivers and Upgrading Firmware

Different OSs have strict requirements on the XP210 driver and firmware versions.
You can compare and check the version mapping table. If the driver or firmware
version of the XP210 card does not meet the requirements, install or upgrade the
driver or firmware to ensure proper running of the server.

Obtain the driver package from the technical support website. For details, see

Downloading a Driver Package.

Downloading a Driver Package

Step 1 Visit the technical support website, and choose Software Download >
FusionServer iDriver.

The FusionServer iDriver version list is displayed.

Step 2 Click the target version on the Software tab. The Version and Patch Software
screen is displayed.

Step 3 In the Documentation area, view and download the required driver version mapping
table.

Issue 02 (2024-06-27) Copyright © xFusion Digital Technologies Co., Ltd. 8
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You can view the driver names corresponding to different OSs in the driver version
mapping table. For different OSs, filter the desired card by Card Name, and view
System Version, Driver File, and Onboard ISO Driver contain Files.

n V‘SystemVersv|DnverFl\e - |onboard IS0 Driver contain Files - |Card Name 'Y‘D rrrrr Wersion -‘FWV nnnnnn ~

‘SLES 12 5PS |mbnx driver(use the driver provided by the 0S). xpPz10

18 ‘lnbux ‘1.53‘stuuu117b

(1] NOTE

e System Version: OS version.

e Driver File: the ISO file that contains the target driver file. (If the Driver File is inbox
driver (use the driver provided by the OS), the driver provided by the OS is used.)

e Onboard ISO Driver contain Files: the driver file list contained in the ISO file.

L] NOTE

The FusionServer iDriver XXX Driver Version Mapping records all components for which
drivers can be installed in an OS and corresponding driver information. If you cannot find driver

information about a component in the sheet, no driver can be installed for the component in the
0OS.

----End
4.2.1 Installing the Driver

The XP210 uses the inbox driver. Therefore, you do not need to install a driver for
XP210.

4.2.2 Upgrading Firmware

The XP210 uses the 1350 chip. For details about how to upgrade the firmware of the
XP210, see section "Upgrading the NIC Firmware" or "Upgrading the RAID Controller
Card or NIC Firmware" in the server upgrade guides.

Issue 02 (2024-06-27) Copyright © xFusion Digital Technologies Co., Ltd. 9
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Config

5.1 Identify the port

5.2 Configuring a VLAN

5.3 Configuring port bonding
5.4 Configuring SR-I0V

5.5 Configuring VXLAN Offload

5.1 Identify the port

Before performing all configuration operations, identify the ports.

5.1.1 Identifying Ports in Linux

Step 1

Step 2

Step 3

NIC ports are identified in the OS. The following uses RHEL 8.6 as an example.

Log in to the server OS as the root user, right-click on the screen, and choose Open
Terminal from the shortcut menu to open the CLI.

Run the Ispci |grep -i eth command on the Linux CLI to check the PCle functions of
the NIC.

[root@localhost ~]# Ispci |grep -i eth

16:00.0 Ethernet controller: Broadcom Inc. and subsidiaries BCM57412 NetXtreme-E 10Gb RDMA Ethernet Controller
(rev 01)

16:00.1 Ethernet controller: Broadcom Inc. and subsidiaries BCM57412 NetXtreme-E 10Gb RDMA Ethernet Controller
(rev 01)

38:00.0 Ethernet controller: Intel Corporation 1350 Gigabit Network Connection (rev 01)

38:00.1 Ethernet controller: Intel Corporation 1350 Gigabit Network Connection (rev 01)

38:00.2 Ethernet controller: Intel Corporation 1350 Gigabit Network Connection (rev 01)

38:00.3 Ethernet controller: Intel Corporation 1350 Gigabit Network Connection (rev 01)

b8:00.0 Ethernet controller: Mellanox Technologies MT27800 Family [ConnectX-5]

b8:00.1 Ethernet controller: Mellanox Technologies MT27800 Family [ConnectX-5]

Run the ifconfig -a command to check that the NIC port is displayed in eth/num]/
eno/num] format, for example, eth70 and eth71 in the command output.

(1] NOTE

If the network port information cannot be queried by ifconfig -a commands, the driver is not
installed. Install the driver first.
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XP210 NIC
User Guide

5 Config

Step 4

linux-12go:~ # ifconfig -a

eth70  Link encap:Ethernet HWaddr 00:00:00:00:01:01
BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

eth71  Link encap:Ethernet HWaddr 00:00:00:00:01:00
BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen: 1000
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:121 errors:0 dropped:0 overruns:0 frame:0
TX packets:121 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1
RX bytes:9066 (8.8 Kb) TX bytes:9066 (8.8 Kb)

Run the ethtool -i command to view port information.

linux-12go:~ # ethtool -i eth70
driver: i40e

version: 2.7.26
firmware-version: 6.01 0x80003f13 1.1927.0
expansion-rom-version:
bus-info: 0000:af:00.1
supports-statistics: yes
supports-test: yes
supports-eeprom-access: yes
supports-register-dump: yes
supports-priv-flags: yes

L] NOTE
If the command is not displayed, install the net-tools toolkit.

---End

5.1.2 Port identification in Windows

Step 1
Step 2

NIC ports are recognized by the operating system. Let's take a 2*10GE NIC as an
example for illustration in the Windows Server 2019 system.

On a Windows Server 2019 system, open the Start menu and select Control Panel.

Navigate to "Hardware > Server Manager > Device Manager" sequentially to access
the Device Manager and check the NIC device, as shownFigure 5-1
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Figure 5-1 Enter Device Manager

W @ Metwork adapters

& Broadcom P210tep NetXtreme-E Dual-port 10GBASE-T Ethernet PCle Adapter #2
5 Broadcom P210tep MetXtreme-E Dual-port 10GBASE-T Ethernet PCle Adapter
& Hyper-V Virtual Ethernet Adapter

@ Hyper-Y Virtual Ethernet Adapter 22

[? Intel(R] Ethernet Connection X722 for 10GBASE-T

[? |ntel(R} Ethernet Connection X722 for 10GBASE-T &2
I!? Intel(R] Ethernet Connection X722 for 1GBE

@ |ntel(R) Ethernet Connection £722 for 1GBE 2

& |ntel(R) Ethernet Converged Network Adapter X710
¥ Intel(R) Ethernet Converged Network Adapter X71022
Z¥ Mellanox ConnectX-6 Adapter

Step 3 Click on the "Start" menu again, then navigate to "Control Panel > Network and
Internet > Network and Sharing Center > Change adapter settings." This will open
the "Network Connections" window. Double-touch the name of each network
connection to view its details. The network port with the keyword "X710" in the details
is the P3 port of the XP330, as shownFigure 5-2.

Figure 5-2 Querying Network Port Names

T g‘ e Metwork and Internet » Network Connections v O Search Network Connections @
Organize « Disable this network device Diagnose this connection Rename this conpection = EE~ M 9
L_h Ethernet 4§ LOMS Properties *
o= Unidentified network -
@ Broadcam P210tep Net¥treme-E .., Networking - Sharing
L-" Ethernet 2 ing:
oo  Enabled -
i AT
@ Broadcom P210tep Netitreme-E .. I Intel(R) Bhemet Converaed Network Adapter X710
Ky o
: "‘"1; Unidentified netwrork This connection uses the following items:
@@= |ntel(R) Ethernet Connection X722.. e e
= (CW_ o Client for Microsoft Networks ~
L" LOM2 vl ?F“B and Printer Shaning for Microsoft Networks
— Network cable unplugged vl 8005 Packet Scheduler
¥ &= Intel(R) Ethernet Connection X722., ¥, Intemet Protocol Version 4 (TCP/IPv4) ilable.
L—" LOM3 O] . Microssft Network Adapter Muttiplexor Protocol
— MNetwark cable unplugged M 4 Microsoft LLDP Protocol Driver
% @ |ntel(R) Ethemet Connection X722.. ¥ 4 Intemet Protocal Version & (TCP/IPvE) v
E‘- LOM4 - x
= Network cable unplugged z
— plugg :
9 &= |ntel(R) Ethernet Connection X722.. i e Uil fatini.
— Deseription
LOM3
- Allows your computer to access resources on a Microsoft
= _Network cable unplugged eduiianke
2 ; A ;
3 “=" Intel(R) Ethemet Converged Netw.
BL oMb
----End

5.1.3 VMware Port Identification

The NIC port is identified in the OS. The following describes the two 25 GE Mellanox
NIC XC382 in VMware ESXi 7.0 U3 as an example.
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Step 1
Step 2

Step 3

NOTICE

VMware ESXi 7.0 U3 does not have the XC382 driver by default. You need to install

the NIC driver first.

to remotely log in to Shell over SSH through the xx port as the root user.

Run the following command to check the PCle functions of the TM210:.

Ispci | grep -i eth

Information similar to the following is displayed:

[root@localhost:~] Ispci | grep -i eth

0000:16:00.0 Ethernet controller: Broadcom BCM57412 NetXtreme-E 10Gb RDMA Ethernet Controller [vmnic5]
0000:16:00.1 Ethernet controller: Broadcom BCM57412 NetXtreme-E 10Gb RDMA Ethernet Controller [vmnic6]
0000:a8:00.0 Ethernet controller: Intel Corporation 1350 Gigabit Network Connection [vmnicl]

0000:a8:00.1 Ethernet controller: Intel Corporation 1350 Gigabit Network Connection [vmnic2]

0000:a8:00.2 Ethernet controller: Intel Corporation 1350 Gigabit Network Connection [vmnic3]

0000:a8:00.3 Ethernet controller: Intel Corporation 1350 Gigabit Network Connection [vmnic4]

0000:b8:00.0 Ethernet controller: Mellanox Technologies MT27800 Family [ConnectX-5] [vmnic7]

0000:b8:00.1 Ethernet controller: Mellanox Technologies MT27800 Family [ConnectX-5] [vmnic8]

[root@localhost:~]

Run the following command to query the network port names:.

esxcfg-nics -l

Information similar to the following is displayed:

[root@localhost:~] esxcfg-nics -1

Name PCI Driver  Link Speed
vmnicl 0000:28:00.0 igbn Up
Connection

vmnic2 0000:28:00.1 igbn Up
Connection

vmnic3 0000:28:00.2 igbn Up
Connection

vmnic4 0000:28:00.3 igbn Up
Connection

vmnic5 0000:16:00.0 bnxtnet
10Gb RDMA Ethernet Controller
vmnic6 0000:16:00.1 bnxtnet
10Gb RDMA Ethernet Controller

Duplex MAC Address

MTU Description

1000Mbps Full 34:73:79:2e:d8:79 1500 Intel Corporation 1350 Gigabit Network

1000Mbps Full 34:73:79:2e:d8:7a 1500 Intel Corporation 1350 Gigabit Network

1000Mbps Full 34:73:79:2e:d8:7b 1500 Intel Corporation 1350 Gigabit Network

1000Mbps Full 34:73:79:2e:d8:7c 1500 Intel Corporation 1350 Gigabit Network

Up 10000Mbps Full 34:73:79:bd:05:d6 1500 Broadcom BCM57412 NetXtreme-E

Up 10000Mbps Full 34:73:79:bd:05:d7 1500 Broadcom BCM57412 NetXtreme-E

vmnic7 0000:b8:00.0 nmIx5 core Up 25000Mbps Full 34:73:79:91:85:18 1500 Mellanox Technologies MT27800

Family [ConnectX-5]

vmnic8 0000:b8:00.1 nmIx5 core Up 25000Mbps Full 34:73:79:91:85:19 1500 Mellanox Technologies MT27800

Family [ConnectX-5]
[root@localhost:~]

esxcli network nic list

Information similar to the following is displayed:

[root@localhost:~] esxcli network nic list

Name PCI Device Driver
vmnicl 0000:a8:00.0 igbn Up
Network Connection

vmnic2 0000:a8:00.1 igbn Up
Network Connection

vmnic3 0000:a8:00.2 igbn Up
Network Connection

vmnic4 0000:a8:00.3 igbn Up
Network Connection

vmnic5 0000:16:00.0 bnxtnet Up

Up
Up
Up

Up

Up

Admin Status Link Status Speed Duplex MAC Address

MTU Description

1000 Full

1000 Full

1000 Full

1000 Full

10000 Full

34:73:79:2e:d8:79 1500 Intel Corporation 1350 Gigabit
34:73:79:2e:d8:7a 1500 Intel Corporation 1350 Gigabit
34:73:79:2e:d8:7b 1500 Intel Corporation 1350 Gigabit
34:73:79:2e:d8:7¢c 1500 Intel Corporation 1350 Gigabit

34:73:79:bd:05:d6 1500 Broadcom BCM57412
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NetXtreme-E 10Gb RDMA Ethernet Controller
vmnic6 0000:16:00.1 bnxtnet Up Up 10000 Full 34:73:79:bd:05:d7 1500 Broadcom BCM57412
NetXtreme-E 10Gb RDMA Ethernet Controller
vmnic7 0000:b8:00.0 nmlx5_core Up Up 25000 Full 34:73:79:91:85:18 1500 Mellanox Technologies
MT27800 Family [ConnectX-5]
vmnic8 0000:b8:00.1 nmlx5 core Up Up 25000 Full 34:73:79:91:85:19 1500 Mellanox Technologies

MT27800 Family [ConnectX-5]
[root@localhost:~]

---End

5.2 Configuring a VLAN

5.2.1 Configuring a VLAN on Linux

On Linux, you can temporarily or permanently enable VLAN configuration.

e If restarting the network service affects traffic processing, you can enable VLAN
configuration temporarily.

e |If restarting the network service does not affect traffic processing, you can
enable VLAN configuration permanently.

The following uses RHEL 8.6 as an example to describe how to configure VLANSs on
Linux.

5.2.1.1 Temporary effect

Procedure

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Log in to the server OS as the root user, right-click on the screen, and choose Open
Terminal from the shortcut menu to open the CLI.

Run the following command to find the network port of the NIC. The eno2 port is
used as an example:

ifconfig -a

Run the following command to add a VLAN to the port, for example, to add VLAN
100 to enp125s0f0:.
ip link add link eno2 name eno02.100 type vlan id 100

Run the following command to configure the IP address of the VLAN, which is
equivalent to the IP address of the network port sub-port. For example, set the IP
address 192.168.13.200/24 for enp125s0f3 port 100.

ip addr add 192.168.13.200/24 dev eno02.100

Run the following command to enable network port eno2:
ip link set dev en02.100 up

Run the following commands to check the configuration result:
ifconfig eno2.100

Information similar to the following is displayed:

eno2.100: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.13.200 netmask 255.255.255.0 broadcast 0.0.0.0
inet6 fe80::c6b8:b4ff:fe63:8a3e prefixlen 64 scopeid 0x20<link>
ether c4:b8:b4:63:8a:3e txqueuelen 1000 (Ethernet)
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RX packets 0 bytes 0 (0.0 B)

RX errors 0 dropped 0 overruns 0 frame O

TX packets 26 bytes 3958 (3.8 KiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

L] NOTE

e |P addresses of different VLANs must be in different network segments (subnets).
e Use the ip link delete eno[device].[num] command to delete a VLAN.

---End

5.2.1.2 Enabling the Configuration Permanently

Procedure

Step 1

Step 2

Step 3

Log in to the server OS as the root user, right-click on the screen, and choose Open
Terminal from the shortcut menu to open the CLI.

Run the following command to find the network port of the NIC. The eno2 port is
used as an example:

ipa

Use the nmcli tool to create and configure a VLAN.

nmeli d

nmcli con add type vlan con-name VLAN100-on-ens4f3 dev ens4£3 id 100
nmcli con mod VLAN100-on-ens4f3 ipv4.addresses 192.16

nmcli con mod VLAN100-on-ens4f3 ipv4.gateway 192.168.1.1

nmcli con mod VLAN100-on-ens4f3 ipv4.dns 8.8.8.8

nmcli con mod VLAN100-on-ens4{3 ipv4.method manual

nmcli con up VLAN100-on-ens4f3

ipa

nmcli con show VLAN100-on-ens4{3

(1] NOTE

e |P addresses of different VLANs must be in different network segments (subnets).

e *When deleting a VLAN, first run the nmcli con show command to obtain the
VLAN_CONNECTION_NAME; then execute the nmcli con del
VLAN_CONNECTION_NAME command to delete the corresponding
VLAN_CONNECTION_NAME. Finally, restart the network service using systemctl restart
NetworkManager.

---End

5.2.2 Configuring VLANSs in Windows

Step 1

The following uses LOMS5 as an example to describe how to configure VLANS in
Windows Server 2019. This operation takes effect permanently, including the restart
and AC power-on and power-off.

In Windows Server 2019, open Network Manager, select a physical port for which a
VLAN needs to be configured. Take LOM5 as an example, and click the network port,
as shown inFigure 5-3 .

Issue 02 (2024-06-27) Copyright © xFusion Digital Technologies Co., Ltd. 15



XP210 NIC

User Guide 5 Config
Figure 5-3 Select NIC port
and Internet » Network and Sharing Center v Search Control Panel
Viewr sernir hacir netwnrk infarmatinn and et un connections
¥ LOMS Status X
General ypE: Mo network access
jons: M LOM!I
Connection W Loms
IPv4 Connectivity: Mo network access ;E LOME
IPvE Connectivity: Mo network access
Media State: Enabled
Duration: 00:01:14
Speed: 10.0 Ghps [ up a router or access point.
Details...
hooting information.
Activity
Sent — h! —  Received
—
@
Packets: 37 | 0
QProperﬁes Gtﬁsablé Diagnose
Close
Step 2 Click Properties. The Properties screen is displayed, as shown inFigure 5-4 .
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Figure 5-4 The Properties page is displayed

™

Hl

Networking  Sharing

Connect using:

Thig connection uzes the following tems:

LOMS Properties >

' Intel(R) Ethemet Controller X710 for 10GbE SFP+

aClient for Microsoft Networs -

F\_,:_I File and Printer Sharing for Microsoft Networks

005 Packet Scheduler

4 Intemet Protocol Version £ (TCP/IPv4)

2 Microsoft Network Adapter Multiplexor Protocol

2 Microsoft LLOP Protocol Daver

4 Intemet Protocol Version 6 (TCP/IPvE) W
>

ot

" REOXRRE

Install.. Lininstall Froperiss
Description

Allows your computer to access resources on a Microsoft
network.

OK Cancel

Step 3 Click Configure. The LOM5 configuration page is displayed, as shown in Figure 5-5.
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Figure 5-5 Configuring NIC Port Properties
Intel(R) Ethernet Controller X710 for 10GbE S5FP+ Properties

[ata Center Boot Options Diriver Details Events
General Link Speed Advanced Power Management

% Int=l{R) Bthemet Controller X710 for 10GEE SFP+

Device type: Metwork adapters

Manufacturer: Intel

Location: PCl Slet O (PCI bus 175, device 0, function 0)
Device status

This device is working propery

=

Step 4 Click Advanced. In the Settings drop-down list, select VLAN ID, set Value to 2, and

set the VLAN ID to be used. See .
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Figure 5-6 Configure VLAN ID

Intel(R) Ethernet Controller X710 for 10GbE SFP+ Properties X

Data Center Boot Options Dinver Details Events
General Link Speed Advanced Power Management

‘ in tE| Advanced Adapter Settings

Profile: Storage Server v

Settings: Value:

Recv Segment Coalescing (IPv6) ~l |2 A
RSS Base Processor Number
RSS load balancing profile
Virtual Switch RSS
Virtualization

vianp.. ¥
< > Use Default

VLAN ID
Selact the number for the VLAN bound to this device. The VLAN
ID must match the VLAN D configured on the switch. Adapters
with VLANs must be connected to network devices that support
[EEE 802.1Q. Note that if you enter a value greater than the
maximum value of 4094 then VLAN ID 4094 will be assigned to
this device,

OK Cancel

---End

5.2.3 Configuring VLANs on VMware

VLAN configuration in VMware ESXi includes the configuration scenarios of servers
that are not managed by clusters and servers that are managed by clusters. The
configuration of a non-clustered server varies across systems. This section describes
the configuration for a non-clustered server in VMware ESXi 7.0 U3.

VMware ESXi 7.0 U3

Step 1 Install VMware ESXi 7.0 U3 on compute nodes and install the NIC driver.
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Step 2 On the System Customization page, choose Configure Management Network & gt.
Network Adapter, as shown inFigure 5-7 .

Figure 5-7 Physical port of the NIC

Conf igure Management Network

etuwork Adapters

VLAN (optional)

IPv4 Configuration
IPv6 Conf iguration
DNS Conf iguration

Custom DNS Suff ixes

Step 3 Navigate to the "Network Adapters" screen and specify the vmnic to be used for the
management network, as shownFigure 5-8. Confirm and exit to the Configure
Management Network menu.

L] NOTE

e The management network refers to the PC where the vSphere Client is installed. In fact,
the vmnic is also used to connect to the service network.

e In the figure, [X] indicates that the VMNIC can be used to connect to the management
network. If multiple VMNICs are selected, the hypervisor (ESXi) selects the VMNIC as the
default management network port to connect to the management network. The port can be

switched.

Figure 5-8 Specify the physical port for the management network

Netuwork Adapters

Select the adapters for this host’s default managenent network

connection. Use two or more adapters for fault—tolerance and

load-balancing.

vmnicl
vnnicZ
vnnic3d
vinnic4
vnnics
vnnich
vnnicy
vnnicl

bl e et [

[
[
[
[
[
[
[
[

<D> Vieu Details

Device Name Harduare Label (MAC Address)

SLOT4 (34:73:79:2e:d8:79)
SLOT4 (34:73:79:2e:dB:7a)
SLOT4 (34:73:79:2e:d8:7h)
SLOT4 (34:73:79:2e:dB:7c)
OCP1 (34:73:79:bd:05:d6)
OCP1 (34:73:79:bd:05:d7)
OCPZ (34:73:79:91:85:18)
OCP2 (34:73:79:91:85:19)

{Space> Toggle Selected

Status

Connected
Connected
Connected
Connected
Connected
Connected
Connected
Connected

<Enter>

oK

— g, Y
(e SR Y —

<{Esc? Cancel

Step 4 On the Configure Management Network menu, choose IPv4 Configuration. Enter the
IP address of the NIC port, as shown in Figure 5-9. The IP address is assigned to
the vmnic connected to the management network. The IP address is first assigned to
the default port vmnic, for example, vmnic0. Set the IP address to the same network
segment as the NIC of the PC. Then, the ESXi can communicate with the PC. Press
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Enter to confirm the setting and press Esc to return to the Configure Management
Network menu.

Figure 5-9 vmnic IP address to connect to the management network

1Pv4 Conf iguration

network
t

avtomatically if
the follouing

This host can obtain netuork
includes a DHCP server. If it
specified:

settings
not,

your

does settings nust be

( ) Disable IPv4 configuration for management network

IPv4 Address [ 1
Subnet Mask [ 255.255.0.0 1
Default Gateway [ .0.0.0 |

<Enter> OK <Esc> Cancel

<Up/Doun> Select <Space> Mark Selected

(1] NOTE

VLAN (Optional) in the Configure Management Network menu is optional. You do not need to
configure VLANs for management network connections.

Step 5 Log in to the management network using the browser of a PC, and enter the account

Step 6

Figure 5-1

and password to access the management page, as shown inFigure 5-10 .

Figure 5-10 VMware management main window

vm  ESXi Host Client

alhost.localdomain
7.0Update 3
Normal (not c

In the navigation tree, choose Networking & gt. In the VM Network window, click Edit
settings, as shown in theFigure 5-11 .

1 VM Network page

@ Navisator <

[ Host
Manage
Monitor

v@\ln sal Machins

(]

© VM Network

VM Network
Accessible:

S8

& Actions

i
VLAN ID:
Active ports

~ vSwitch topology

© VM Network

1000 Mbps, Full
1.1000 Mops, Full

ute based on originating port ID

~ Shaping policy.
Enabled

Step 7 Enter the VIAN ID in the dialog box that is displayed, and click Save, as shown in

Figure 5-12.
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Figure 5-12 VM Network Edit Window

# Edit port group - VM Network

L] NOTE

Virtual port groups are used for service networks. You can specify a VLAN ID for a virtual port
group. On the virtual port group configuration page, select None (0) or (All) 4095, or enter a
value ranging from 1 to 4094. The description of different VLAN ID values is shown in theTable
51.

Table 5-1 Description of the different VLAN ID values

VLAN Tagging Mode VLAN ID Description

External Switch Tag 0 Virtual switches do not pass

(EST) traffic associated with VLANSs.

Virtual Switch Tagging From 1 to 4094 The virtual switch marks the

(VST) traffic with the tags entered.

Virtual Client Tag (VGT) 4095 Virtual machines handle
VLANSs. Virtual switches pass
traffic from any VLAN.

----End
5.3 Configuring port bonding

5.3.1 Configuring Port Bonding in Linux

The following uses RHEL 8.6 as an example to describe how to configure port
bonding.

Step 1 Log in to the server OS as the root user, right-click on the screen, and choose Open
Terminal from the shortcut menu to open the CLI.

Step 2 Run the following command to locate the NIC port:.

ipa

Step 3 Use the nmcli tool to create and configure the bond mode.
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nmcli connection add con-name bond1 ifname bond1 type bond mode 1

Step 4 The following uses ens66f0np0 as an example. Set ens66f0np0 to slave1.

nmcli connection add con-name slavel ifname ens66f0np0 type ethernet master bond1

Step 5 The following uses ens66f1np1 as an example. Set ens66f1np1 to slave2.

nmcli connection add con-name slave2 ifname ens66f1np1 type ethernet master bond1

Step 6 Run the following command to configure the IP address of bond1:.

nmcli connection modify bond1 ipv4.method manual connection.autoconnect yes ipv4.addresses 70.176.56.79
ipv4.gateway 70.176.0.1

Step 7 Run the following command to enable the bond1 network:.

nmcli connection up bond1
(1] NOTE

When deleting bond1, first run nmcli con show to get the con-name; then execute bnmcli ¢
delete bond1 slave1 slave2 to remove bond1 along with slaves slave1 and slave2. Finally,
restart the network service using systemctl restart NetworkManager.

---End

5.3.2 Configuring Port Bonding on Windows

In Windows Server 2019, the following uses the XP330 as an example. Port bonding
(NIC Teaming for Windows) is configured through Server Manager.

Step 1 Before configuring NIC teaming, check the existing NIC ports in the system, as
shown inFigure 5-13 .

Figure 5-13 NIC port information

&' Network Connections

U « Network and Internet » Network Connections

Organize »

U LOM! T T
& LOM2 Network cable unplugged
w« LOM3 Network cable uny

- LOM4 Netwark cable un

v LOMS5

v LOMG

4 SLOT2Port1 ‘

o+ SLOT2Port2 Network cable unpl

Step 2 Start Server Manager and click Local Server, as shown in theFigure 5-14 .
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Figure 5-14 Server Manager configuration page

é:} *  Server Manager * Local Server

o B§ PROPERTIES
Iz Dashboard .

i Local Server

For WIN-3TDPUIBA0IT

s Computer name WIN-3TDPUIBA0IT
HE All Servers Workgroup WORKGROUP
#§ File and Storage Services b

Windows Firewall Public: On

management Enabled

Remote Desktop Disabled

NIC Teaming Dizabled

LOM1 IPv4 address assigned by DHCP, IPvE enabled
LoM2 Not connected

LOM3 Not connected

LOM4 Not connected

Step 3 Run NIC Teaming.

On the Properties page of the Local Server, click Disabled for NIC Teaming. The NIC
Teaming configuration page is displayed, as shown inFigure 5-15 .

Figure 5-15 NIC Teaming configuration page

—] SERVERS
B e

All Servers | 1 total [TASKS |
Name Status Server Type Opersting System Version Teams
WIN-ITDPUIBSOIT @ Online Physical Microsoft Windows Server 2016 Datacenter 0
TEAMS ~ ADAPTERS AND INTERFACES
All Teamns | D tota TASKS = TASKS

Team Status Teaming Mode Load Balancing Adapters U LEN LS Team Interfaces

Adapter Spead State Reason
LOM4 Disconnected
LOMS5 10 Gbps

LOME 10 Gbps

Step 4 Create a NIC team.

In the Teams area, select New Team from the Tasks drop-down list. The Team
Properties page is displayed.

Step 5 Enter Team name and select the NIC port to be bound.
In the Addittional Properties area, select Configure Teaming mode.

Click OK. as shown in Figure 5-16.
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Figure 5-16 Configuring NIC Teaming

Team name:

team 1

Member adapters;

n Team -—"-ﬂapt‘c—' Spesd State Reason
|:| LOM3 Disconnected
|:| LOM4 Disconnected
LOMS 10Gbps () Active
LOMG 10Gbps  (T) Standby
|:| SLOT2 Port 1 Disconnected
|:| SLOT2 Port 2 Disconnected
':E'::' Additional properties
Teaming mode: Switch Independent
Load balancing mode: Dynamic =
Standby adapter: LOMBE
oK | | Cancel
L] NOTE

There are three Teaming modes: Switch Independent, Static Teaming, and LACP.

Switch Independent can be active-backup and balancing, which are determined by the
Standby adapter.

If the value of Standby adapter is None (all adapters Active), the value is equal to
balancing.

If the standby adapter is a specified NIC port, the standby adapter is active-backup.

Both Static teaming and LACP are link aggregation modes defined in IEEE 802.3ad. The
same link aggregation configuration must be performed on the peer device. Static teaming
uses the manual configuration of link aggregation parameters (static). LACP is the auto-
negotiation of link aggregation parameters based on protocols.

Step 6 View the created NIC team.

On the NIC Teaming and Network Connections pages, you can view the created
team1. As shown inFigure 5-17 and Figure 5-18.
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Figure 5-17 View NIC Teaming

Ea=s SERVERS - - :
All Servers | 1 total | TASKS W |

-
Name Status Server Type Operating System Version Teams

WIN-3TDPUIGAOIT ® Online Physical Microsoft Windows Server 2016 Datacenter 1

TEAMS ADAPTERS AND INTERFACES

All Teams | 1 total | TASKS w | | TASKS = |

Team Status Teaming Mode Load Balancing Network Adapters IIES-Tligicsf-le l
] {

-

team1 @ 0K Switch Independent Dynamic . Adapter Spead State Reason ‘
LOMS 10Gbps (D) Active !
LOMG 10 Gbps (® Standby I
|

Figure 5-18 Viewing the Teaming Network Port

T P « MNetwork and Internet » MNetwork Connections »

Organize =
Name 2 Status

U Lomi Unidentified network

<« LOMZ Network cable unplugged
& LOM3 Network cable unplugged
N Lom4 Netwark cable unplugged
¥ LOMS Enabled

¥ LOMé Enabled

& SLOT2 Port 1 Metwork cable unplugged
;ﬁl SLOT2 Port 2 Netwark cable unplugged
@. team] Unidentified network

Step 7 Set the IP address of the NIC team.

Open the Network Manager of Windows, locate team1, click Properties, and double-
click Internet Protocol Version 4 (TCP/IPv4) to configure an IP address. As shown
inFigure 5-19 andFigure 5-20 .
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Figure 5-19 Open the team1 Status page

and Internet * Metwork and Sharing Center w | Search Control Pane

Viewr wnnir hacir netwinrk infaronatinon and et un connections

& team] Status Pt
General
ype: Mo netwark a
i ]
Cie R ions: - LOMI
i Ik team]
IPyv4 Connectivity: Mo network access
IPvE Connectivity: Mo network access
Media State: Enabled
Duration: 00:00:21
Speed: 10.0 Gbps fup a router or access p
Details. ..
hooting information.
Activity

Sent — ﬂ] —  Received
8
0 |

@rrosertes | Gossble | Dagrose

Packets:
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Figure 5-20 Set the IP address of the NIC team.

T’It![l‘ltt Protocol Version 4 (TCP/IPv4) Properties X
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(C) Obtain an IP address automatically

(@) Use the following IP address:

IP address: | |

Subnet mask: | 255.255. 0 . 0 |

Default gateway: | 3 ; : |
Dbtain DNS server address automatically

(@) Use the following DNS server addresses:
Preferred DNS server: |

Alternate DNS server: |

[] vaiidate settings upon exit Advanced. ..

---End

5.3.3 Configuring port bonding on VMware

VLAN configuration in VMware ESXi includes the configuration scenarios of servers
that are not managed by clusters and servers that are managed by clusters. The
configuration of a non-clustered server varies across systems. This section describes
the configuration for a non-clustered server in VMware ESXi 7.0 U3.

VMware ESXi 7.0 U3

Step 1 Install VMware ESXi 7.0 U3 on compute nodes and install the NIC driver.

Step 2 On the System Customization page, choose Configure Management Network & gt.
Network Adapter, as shown in Figure 5-21.
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Step 3

Figure 5-21 Physical port of the NIC

Conf igure Management Network

etuwork Adapters

VLAN (optional)

IPv4 Configuration
IPv6 Conf iguration
DNS Conf iguration

Custom DNS Suff ixes

Navigate to the "Network Adapters" screen and specify the vmnic to be used for the
management network, as shownFigure 5-22. Confirm and exit to the Configure
Management Network menu.

L] NOTE
e The management network refers to the PC where the vSphere Client is installed. In fact,

the vmnic is also used to connect to the service network.\

e In the figure, [X] indicates that the VMNIC can be used to connect to the management
network. If multiple VMNICs are selected, the hypervisor (ESXi) selects the VMNIC as the
default management network port to connect to the management network. The port can be
switched.

Figure 5-22 Specify the physical port for the management network

Network Adapters

Select the adapters for this host’s default managenent network
connection. Use two or more adapters for fault—tolerance and
load-balancing.

Device Name Harduare Label (MAC Address) Status

[X1 vmnicl SLOT4 (34:73:79:2e:dB:79) Connected (...)
[ 1wvnnic2 SLOT4 (34:73:79:2e:d8:7a) Connected (...)
[ 1vnnic3 SLOT4 (34:73:79:2e:d8:7bh) Connected (...)
[ 1 vnnicd 5L0T4 (34:73:79:2e:d8:7c) Connected (...)
[ 1vnnich OCP1 (34:73:79:bd:05:d6) Connected (...)
[ 1vnnict 0OCP1 (34:73:79:bd:05:d7) Connected (...)
[ 1vnnic? OCPZ2 (34:73:79:91:85:18) Connected (...)
[ 1vnnic8 0CP2 (34:73:79:91:85:19) Connected (...)
{D> Vieu Details <«Space?> Toggle Selected {Enter> DK <Esc? Cancel

Step 4 On the Configure Management Network menu, choose IPv4 Configuration. Enter the

IP address of the NIC port, as shown inFigure 5-23 . The IP address is assigned to
the vmnic connected to the management network. The IP address is first assigned to
the default port vmnic, for example, vmnic0. Set the IP address to the same network
segment as the NIC of the PC. Then, the ESXi can communicate with the PC. Press
Enter to confirm the setting and press Esc to return to the Configure Management
Network menu.
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Figure 5-23 vmnic IP address to connect to the management network

IPv4 Conf iguration

This host can obtain netuwork settings automatically if your network
includes a DHCP server. If it does not, the following settings must be
specified:

( ) Disable IPv4 configuration for management network

IPv4 Address [ 1
Subnet Mask [ 255.255.0.0 1
Default Gateway [ 0.0.8.0 |
{Up/Doun> Select <Space> Mark Selected <Enter> DK <Esc> Cancel

(1] NOTE

VLAN (Optional) in the Configure Management Network menu is optional. You do not need to
configure VLANs for management network connections.

Step 5 Log in to the management network using the browser of a PC, and enter the account
and password to access the management page, as shown in Figure 5-24.

Figure 5-24 VMware management main window

vm  ESXi Host Client

@ Navigator < | @ tocainost.ocaidomain

[f] Host \
proseens G Get veenter server | *@ Create/Reaister v | O shutdown  Of Reboot | C Refresh | € Actions
& localhost.localdomain
Version 7.0 Update 3
= sate:  Nomal (ot connectea to w vCentar Sarver )
Uptime: 0.05days

Step 6 In the navigation tree, choose Networking & gt; Virtual switches. In the right main
window, click vSwitch382mInx to be configured, as shown in Figure 5-25.

Figure 5-25 Networking interface

@ Navigator « | @ tocainostiocaldomain - Networking

@ Add standard virtual switch ’e ng C Refresh | % A Q, searcn
5 Name ~ Portgroups ~ Uplinks. v Type
= 3item

© Networking 3

Step 7 Click Edit settings in the main window, as shown in the Figure 5-26.
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Figure 5-26 vSwitch interface

& VSwitch3g2minx

% Add uplink [ #* Edit settings C Refresh £ Actions

vSwitch382minx
Type: Standard vswitch
Uplinks 2

~ vSwitch Details

MU 1500
Ports 9216 (9195 available)
Link discovery Listen / Cisco discovery protocol (CDP)
Atta 10 active)
Beacon i 1
~ NIC teaming policy
Notify switches Yes
Policy Route based on originating port ID
Reverse policy
Failback
- Security policy
Allow promiscuous mode No
Alloy transmits No
Allow MAC cf No

~ Shaping policy

~ vSwitch topology

@ port3g2minx

VLAN ID: 0
v Virtual Machines ()

|

G, Physical adapters
(. B, vmnic8 , 25000 Mbps, Full
& vmnic7 , 25000 Mbps, Ful

Step 8 The Add uplink option allows you to add network ports to be bound.

Click the NIC Teaming tab and configure Load Balancing, Network Failover
Detection, Notify Switches, Failback, and Failover Order. By default, vmnic7 and
vmnic8 belong to Active Adapters. Select vmnic7, set vmnic7 to Standby Adapters in
Mark standby, configure active and standby bonding, and click Save. As shown in
Figure 5-27 and Figure 5-28.

Figure 5-27 vSwitch setting screen 1

# Edit standard virtual switch - vSwitch382minx

&y Add uplink

MTU

Uplink 1

Uplink 2

> Link discovery
> Security
> NIC teaming

> Traffic shaping

vmnic8 - Up, 25000 Mbps

vmnic? - Up, 25000 Mbps

Click to expand
Click to expand
Click to expand

Click to expand
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Figure 5-28 vSwitch setting screen 2

# Edit standard virtual switch - vSwitch382mlnx

& Add uplink
MTU 1500
Loligk wvmnic8 - Up, 25000 Mbps e hS
Uiz vmnic? - Up, 25000 Mbps e *
> Link discovery Click to expand
> Security Click to expand
SR ANETY Route based on originating port 1D ~
Network failover detection Link status only e
Notify switches ® ves () No
Failback ® ves U No
Failover order
[x] L
Name Speed Status
‘D, vmnica 25000 Mbps, full duplex Active
o, vmnic7 25000 Mbps, full duplex Standby
> Traffic shaping Click to expand

L] NOTE

There are four types of Load Balancing: Route based on originating port ID, Route based on
source MAC hash, Route based on IP hash, and Use explicit failover order.

e Route based on originating port ID: Virtual switches can select uplinks based on VM port
IDs on standard vSphere switches.

e Route based on source MAC hash: Virtual switches can select uplinks for virtual machines
based on their MAC addresses. To calculate the VM uplinks, the virtual switch uses the VM
MAC address and the number of uplinks in the NIC group.

e Route based on IP hash: The virtual switch selects the virtual machine's uplink based on
the source and destination IP addresses of each packet.

e Use explicit failover order: There is no actual load balancing available for this policy. The
virtual switch always uses the uplink that ranks first in the Active Adapter list and meets the
failover detection criteria. If there is no uplink available in the active list, the virtual switch
uses the uplink in the standby list.

---End

5.4 Configuring SR-IOV

Ensure that the SR-IOV and VT-d functions are enabled in the BIOS. Generally, the
functions are enabled by default on servers.
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If this function is disabled, perform the following steps to enable VT-d and SRIOV in
the BIOS.

Ginsyde @

Main Advanced Security

Advanced > SR-I0V Setup Settings
SR-10V Setup Settings

PCle SR-10V

Disabled:Disable SR 10V function if PCle
Add-in Card Support

Enabled:Enable SR- IOV function if PCle
Add-in Card Support

Per 110 Port: SR-10V function indvidual
control if PCle Add-in Card Support.

Ginsyde @

Main Advanced Security
Advanced > |10 Configuration

110 Configuration

Intel Virtualization for
Socket1 Configuration Directed I/O (VT-d)

Socket2 Configuration CiocarIIAEN 0 0
I0AT Configuration Configure Intel Virtualization Technology

for Directed I/O(VT-d) settings.

110 Stack 10 Resource Configuration

Intel(R) VMD Technology
110 DFX Configuration

110 Global Performance Tuning

—— ® © 0

Main Advanced Security Boot

Advanced > Intel Virtualization for Dlrected 1/O (VT-d)

Intel VT for Directed I/O
(VT-d)
Cache Allocation Enabled
Opt-Out lllegal MSI Mitigation Disabled > Enable or disable Intel Virtualization

Teu(:jhnuiog fgr Dlrectedblfc‘ﬂf‘l;ld) VT-D
¥ isabled > and Extended APIC are bundled, please
DMA Contiol Optinflag Disaer disable Extended APIC first when you
Interrupt Remapping Auto > want to disable VTD.

SATC Support Enabled

RHSA Support Enabled

5.4.1 Configuring Port SR-IOV in Linux

The following uses RHEL 8.6 XP330 as an example to describe how to configure the
SR-IOV for the XP330 port in Linux.
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5.4.1.1 Enable SR-IOV

Step 1

Step 2

Step 3

Step 4
Step 5

Step 6

Step 7

Step 8

Log in to the server OS as the root user, right-click on the screen, and choose Open
Terminal from the shortcut menu to open the CLI.

Add system startup parameters to the grub configuration file.

Run the vi /etc/default/grub command, press i to enter the editing mode, and add
intel_iommu = on iommu = pt to the GRUB_CMDLINE_LINUX line.

's, release .#§,,g' /e em-release)”

rhgh quiet”

After the modification is complete, press Esc to exit the editing mode and enter :wq!
to save the settings and exit.

Execute the command grub2-mkconfig -o /boot/efi/EFl/redhat/grub.cfg effect
configuration.

Reboot the OS.

Run the Ispci |grep -i eth command to find the BDF of the NIC (bus: device:).
function), for example, "b8: 0.00" and "b8: 00.1" for BDF.

[root@localhost ~]# Ispci |grep -i eth

16:00.0 Ethernet controller: Broadcom Inc. and subsidiaries BCM57412 NetXtreme-E 10Gb RDMA Ethernet Controller
(rev 01)

16:00.1 Ethernet controller: Broadcom Inc. and subsidiaries BCM57412 NetXtreme-E 10Gb RDMA Ethernet Controller
(rev 01)

a8:00.0 Ethernet controller: Intel Corporation 1350 Gigabit Network Connection (rev 01)

a8:00.1 Ethernet controller: Intel Corporation 1350 Gigabit Network Connection (rev 01)

a8:00.2 Ethernet controller: Intel Corporation 1350 Gigabit Network Connection (rev 01)

a8:00.3 Ethernet controller: Intel Corporation 1350 Gigabit Network Connection (rev 01)

b8:00.0 Ethernet controller: Mellanox Technologies MT27800 Family [ConnectX-5]

b8:00.1 Ethernet controller: Mellanox Technologies MT27800 Family [ConnectX-5]

Run the find / -name "sriov_numvfs"|grep -i "b8:00" command to query the paths
of all the sriov_numvfs configuration files and locate the sriov_numvfs configuration
files for the BDF NIC based on the BDF number.

[root@localhost ~]# find / -name "sriov_numv{s"|grep -i "b8:00"
/sys/devices/pci0000:b7/0000:b7:01.0/0000:b8:00.1/sriov_numvfs
/sys/devices/pci0000:b7/0000:b7:01.0/0000:b8:00.0/sriov_numvfs

Run the command echo [num] > [file path]/sriov_numvfs’to enable [num] Virtual
Functions (VF)s.

[num] Indicates the number of enabled VFs. For example, to enable eight VFs, run
the following command:

echo 1 >/sys/devices/pci0000:b7/0000:b7:01.0/0000:b8:00.0/sriov_numvfs

Run the Ispci|grep -i "virtual function” command to check the PCle devices
corresponding to the new VF.

[root@localhost ~]# Ispci|grep -i "virtual function"
b8:00.2 Ethernet controller: Mellanox Technologies MT27800 Family [ConnectX-5 Virtual Function]
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(1) NOTE

e In this mode, the configuration fails after the driver is reloaded or the system restarts. You
need to perform Step 6~ Step 8 again. The maximum number of VFs supported by the NIC
can be checked by querying the sriov_totalvfs in the same directory as sriov_numvfs. Run
the cat sriov_totalvfs command to check the maximum number of VFs supported by the PF.

e For mellanox NICs, it is recommended to install NVIDIA MLNX_OFED or NVIDIA DOCA.
After installation, the mixconfig tool can be used to modify the maximum number of VFs
supported by default for the NIC in the system.

---End

5.4.1.2 Create VM

The data in the figure are examples. The configuration depends on actual
requirements.

Step 1 Open the remote virtual console on the iBMC WebUI.
Step 2 Transfer the OS image file to the test host.

Step 3 Log in to the server OS as the root user, right-click on the screen, and choose Open
Terminal from the shortcut menu to open the CLI.

Step 4 Enter virt-manager in Terminal to access the VM management page, as shown
inFigure 5-29 .

Figure 5-29 Entering the VM Management Page

Virtual Machine Manager - o X
File Edit View Help
|i—; 0 o
QEMU/KVM

Step 5 Click on '&' Create Virtual Machine, select the installation method as "Local install
media (ISO image or CDROM)", and click "Forward", as shownFigure 5-30.
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Figure 5-30 Create VM

W Virtual Machine Manager@localhost.localdomain — m} X

Fle Edit view Help

E_-J (== open [ n -

Name ~ CPU usage
QEMU/EVM

W New VM@localhost.localdomain X

m Create a new virtual machine

Connection: QEMU/KVM

Cheose how you would like to install the operating system
(#) Local install mediz (150 image or CDROM)
() Network Install (HTTP, HTTPS, or FTP)
() Import existing disk image

() manual install

Cancel Back Forward

Step 6 Click Browse Local to locate the installation image, as shown in Figure 5-31.

Figure 5-31 Locate the installation image

Choose Storage Volume X

default Size: 13.83 GiB Free [ 438 GiB In Use
Filesystem Directary Location: Avar/lib/libvirt/images

Volumes % | E' | &)

Volumes v Size Format Used By

H @ . ® Browse Local || Cancel | | Choose Volume
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Step 7 Select the image file, for example, rhel-8.6-x86_64-dvd.iso, and click Choose

Volume, as shown in Figure 5-32.

Figure 5-32 Selecting an image file to be installed

Step 8 Click Forward to select the image file, as shown inFigure 5-33 .

& Virtual Machine Manager@localhostlocaldomain
file Edit View Help
() [ open [ al ~

Name ~ CPU usage
QEMUIKVM

W New VM@localhostlocaldomain

m Create a new virtual machine

Choose ISO or CDROM install media:

No media selected

Details XML

, images size: 56.72 GIB Free / 43.23 GiB In Use

Filesystem Directol
v " Location: jrootycd-rom

Volumes | & | & &

Volumes ~ | Size Format  Used By

rhel-8.6-x86_64-dvd.iso 10.68 GIB iso

Browse Local | Cancel | Choose Volume
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Figure 5-33 Selecting an image file

W& Virtual Machine Manager@localhost.localdomain — O

File Edit View Help

EE; Open [ n v

Name + CPU usage
QEMUJEVM

¥ New VM@Ilocalhostlocaldomain X

m Create a new virtual machine

Choose ISO or CDROM install media:

frootfcd-rom/rhel-8.6-x86_64-dvd.iso ~ || Browse...

Choose the operating system you are installing:
Q, Red Hat Enterprise Linux 8 Unknown a

[+ Automatically detect from the installation media / source

Cancel Back Forward

Step 9 Set the VM memory size and number of CPUs and click Forward, as shown inFigure

5-34 .
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Figure 5-34 Configuring the VM Memory Size and Number of CPUs
W Virtual Machine Manager@localhost.localdomain - O #
Fle Edit View Help
E B8 open n -
Name + CPU usage
QEMU/KVM

Wi New VM@localhost.localdomain

m Create a new virtual machine

Choose Memory and CPU settings:
Memory: | 8092 -+
Up to 160496 MiB available on the host
CPUs: | 8 - +

Up to 192 available

Cancel Back Forward

Step 10 Configure VM storage and click Forward, as shown inFigure 5-35.

Figure 5-35 Configuring VM Storage

i New VM@localhostlocaldomain

m Create a new virtual machine

[+ Enable storage for this virtual machine
() Create a disk image for the virtual machine
20.0 - + | GiB
56.7 GIB available in the default location
() select or create custom storage

Manage...

Cancel Back

Forward
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Step 11 Configure a network device. For example, select Macvtap device... Device name.
and click Finish to complete the VM configuration, as shown inFigure 5-36 .

Figure 5-36 Complete VM configuration

W Virtual Machine

Manager@localhostlocaldomain

Fle Edit View Help
|E-_; B8 Open n -
Name

* CPU usage
QEMU/KVM

Ready to begin the installation

Name: | rhels

05: Red Hat Enterprise Linux 8 Unknown
nstall: Local CDROM/ISO
Memory: 8092 MiB

Storage: 20.0 GiB /var/lib/libvirtimages/rhels.qcow2

[T customize configuration before install

¥ Network selection

Macvtap device... -

Device name: | ens4f3

. In most configurations, macvtap does not
4% work for host to guest network
communication

Cancel Back Finish

Step 12 Double-click the configured virtual machine!—x_ to enter the system installation

interface, as shown in Figure 5-37.Follow the instructions in the Server OS
Installation Guide for operation.
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Figure 5-37 Entering the System Installation Page

¥® Press Control_L+Alt_L to release pointer. rhel8 on QEMU/KVM@localhostlocaldomain - O X
File Virtual Machine View Send Key

n [= -
(. 3 - =) ol

Red Hat Enterprise Linux 8.6

Install Red Hat Enterprise Linux 8.6
Test this media & install Red Hat Enterprise Linux 8.6

Troubleshoot ing

---End

5.4.1.3 Adding SR-IOV Network Ports

Step 1 After the VM is created, right-click the server OS as an root user, and choose Open
Terminal from the shortcut menu.

Step 2 Run the following command to power off the VM.
poweroff

Step 3 Under the new virtual machine configuration, select "Add Hardware > PCI Host
Device" to add the created VF to the VM. Upon starting the virtual machine, the VM
will have a PCle device corresponding to the VF, as shown inFigure 5-38.
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Figure 5-38 Adding the created VF to the VM

(v e

= Overview
@ 05 information
=
@ Performance
{7} cous
== Memory
gﬁ} Boot Options
27y Virtlo Disk 1
() SATA CDROM 1
B NIC :b0:68:ad
=
IL/I Tablet
A
() Mouse
== Keyboard
@ Display Spice
w Sound ichg
e Senal 1
¢ Channel gemu-ga
e Channel spice
B video qxL
m Controller USB 0
[ controller sama 0
m Controller PCle 0
m Controller VirtlO Serial 0
@ usB Redirector1
@ usB Redirector 2
E{s RNG /devjurandom

| Add Hardware |

W rhel8 on QEMU/KVM@localhostocaldomain - O x

File Virtual Machine View Send Key

=

c
- &\ oo

Details XML

W@ Add New Virtual Hardware@localhostlocaldomain x|
[ storage PCI Device E
i controller
Network Details XML
® nput i
e P . Host Device:
= Graphics =
B Sound 0000:A8:00:1 Intel Corporation 1350 Gigabit Network Connection (Interface ens
4| serial 0000:A8:00:2 Intel Corporation 1350 Gigabit Network Connection {Interface ens
4| Farallel 0000:A8:00:3 Intel Corporation 1350 Gigabit Network Connection (Interface ens
‘El Console 0000:B7:00:0 Intel Corporation L

0000:B7:00:1 Intel Corporation
<6 Channel 3

0000:B7:00:2 Intel Corporation
0000:B7:00:4 Intel Corporation
0000:B8:00:0 Mellanox Technologies MT27800 Family [Connectx-5] (Interface €
0000:88:00:1 Mellanox Technologies MT27800 Family [ConnectX-5] (Interface €

USB Host Device
Ioﬁ PCI Host Device
4% MDEV Host Device
® video

B watchdog

Filesystem

2 Mellanox Technologies MT27800 Family [ConnectX-5 Virtual Funi I
0000:C7:00:0 Intel Corporation i
0000:C7:00:1 Intel Corporation
0000:C7:00:2 Intel Corporation
ﬂ TPM 0000:C7:00:4 Intel Corporation

& Smartcard
@ USsB Redirection

0000:D7:00:0 Intel Corporation
0000:D7:00:1 Intel Corporation
0000:D7:00:2 Intel Corporation

RNG
Panic Notifier
& Virtlo VSOCK

Cancel Finish

Cance Apply

Step 4 Run the following command on the VM to view the network port of the VF.

ipa

Information similar to the following is displayed:

1

3:

4

: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default gqlen 1000

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo

valid_Ift forever preferred_lft forever
inet6 ::1/128 scope host

valid_Ift forever preferred_lft forever

: enpls0: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default qlen 1000

link/ether 52:54:00:b0:68:ad brd ff:ff: ff: ff: ff: ff
inet 70.176.56.71/16 scope global enp1s0
valid_Ift forever preferred_lft forever
enp7s0: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc mq state UP group default gqlen 1000
link/ether b6:22:83:88:52:ea brd ff: ff:f: ff: ff: ff permaddr 32:d1:45:66:93:99

: virbr0: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc noqueue state DOWN group default gqlen

1000

link/ether 52:54:00:£8:29:6¢ brd ff:{f:ff: ff: ff:ff
inet 192.168.122.1/24 brd 192.168.122.255 scope global virbr0
valid_Ift forever preferred_lft forever

-—--End
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5.4.2 Configuring Port SR-IOV in Windows

The following uses Windows Server 2019 XP330 as an example to describe how to
configure port SR-IOV in Windows.

Prerequisites

The NIC SR-IOV must be enabled. The value is Enabled by default.

Step 1 In Device Manager, select XP330, as shown inFigure 5-39 .

Figure 5-39 Enter Device Manager

w ¥ Metwork adapters

I.__ﬂ Broadcom P210tep MetXtreme-E Dual-port 10GBASE-T Ethernet PCle Adapter 22
I? EBroadcom P210tep Metitreme-E Dual-port 10GBASE-T Ethernet PCle Adapter
5 Hyper-V Virtual Ethernet Adapter

@ Hyper-V Virtual Ethernet Adapter 22

l? Intel(R) Ethernet Connection X722 for 10GBASE-T

I? Intel(R) Ethernet Connection X722 for T0GBASE-T #2

l?' Intel(R) Ethernet Connection X722 for 1GbE

(3 |ntel(R) Ethernet Connection X722 for 1GbE #2

I.? Intel(R) Ethernet Converged Metwork Adapter X710
Intel(R) Ethernet Converged MNetwork Adapter X710 22

¥ Mellanox ConnectX-6 Adapter

Step 2 Select the network port to be checked, double-click the network port to display the
property configuration page, click the Advanced tab, and check that the SR-IOV
value is Enabled, as shown inFigure 5-40 .

Issue 02 (2024-06-27)

Copyright © xFusion Digital Technologies Co., Ltd.

43



XP210 NIC

User Guide 5 Config

Figure 5-40 Configure properties.

Intel(R] Ethernet Converged Metwork Adapter X710 Properties x
Fvents Resources Fower Management
General Advanced Driver Details

The following properties are available for this network adapter. Click
the property vou want to change on the left, and then select its value

on the right .,

Property: Value:
Locally Administered Address ~ Enabled __v_j
Log Link State Event

Maximum Mumber of R55 Queues
Packet Priorty & VLAN

Receive Buffers

R55 load balancing profile

Speed 4 Duplex

TCP Checlksum Offload (IPv4)

TCP Checlksum Cffload (IPvE)
Transmit Buffers

UDP Checksum Offload {|Pv4)

LIOP Checksum Cfload (IPvE)
Virtual Machine Cueues i

---End

5.4.2.1 Installing Hyper-V

Step 1 Open the Device Manager, as shown inFigure 5-41 . Check whether the chipset
driver and NIC driver are installed properly.

Figure 5-41 Viewing NIC Ports

w ¥ Network adapters

I? Broadcom P210tep MetXtreme-E Dual-port 10GBASE-T Ethernet PCle Adapter 22
[__3 EBroadcom P210tep Metitreme-E Dual-port 10GBASE-T Ethernet PCle Adapter
5 Hyper-V Virtual Ethernet Adapter

l_ﬂ Hyper-V Virtual Ethernet Adapter 22

I? Intel(R) Ethernet Connection X722 for 10GBASE-T

[? Intel(R) Ethernet Connection X722 for 10GBASE-T #2
l? Intel(R) Ethernet Connection X722 for 1GbE

(3 |ntel(R) Ethernet Connection X722 for 1GbE #2

I? Intel(R) Ethernet Converged Metwork Adapter X710
[? Intel(R) Ethernet Converged MNetwork Adapter X710 22
¥ Mellanox ConnectX-6 Adapter

e If yes, perform Step 2.
e [f no, install the driver for the NIC.

Step 2 Choose Server Manager, and choose Manage & gt from the upper right corner. Add

Roles and Features, as shown inFigure 5-42 .
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Figure 5-42 Server Manager Configuration

e Server Manager

Manage Tools View Help

Add Roles and Features

Remove Roles and Features

B Dashboard WELCOME TO SERVER MANAGER
Add Servers

Server Manager * Dashboard - @

B Local Server i Create Server Group
#&E All Servers = T 5 M P i
E Configure this local server sk
g File and Storage Services b =
QUICK START
| 2 Add roles and features
Add other servers to ma
| 4 Create a server group
Connect this server to cloud services
Hide
| LEARN MORE

Step 3 On the Before you begin page, retain the default value and click Next. as shown

inFigure 5-43 .

Figure 5-43 Add Roles and Features Configuration

fE= Add Roles and Features Wizard - | x

DESTINATION SERVER

Before you begin WIN-STORUIGEOIT

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing decuments, or
hosting a website.

To remove rales, role services, or features:
Start the Remove Roles and Festures Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwaork settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

Te continue, click Next.

[ Skip this page by default

< Previous Next > Install

Step 4 In the Installation Type dialog box, retain the default value and click Next. as shown

inFigure 5-44.
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Figure 5-44 Select the installation mode.

fE= Add Roles and Features Wizard - [l b 4
= - : DESTINATION SERVER
Select installation type WIN-3TDRL AT

Select the installation type. You can install roles and features on a running physical computer or virtual
maching, or on an offline virtual hard disk (VHD).

®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

|(Previous“ Next > | [ Instal | Cancel

Step 5 In Server Selection, select Server in the Server Pool list, and click Next. as shown
inFigure 5-45 .

Figure 5-45 Choose Server

fi= Add Roles and Features Wizard — [E] X
T s j DESTINATION SERVER
Select destination server WIN-3TDPU BT

Select a server or a virtual hard disk on which to install roles and features.

Before You Begin

(®) Select a server from the server pool
() Select a virtual hard disk

Server Pool

Filter: | |

Mame IP Address Operating System

| Win-| | Microsoft Windows Server 2016 Datacenter

1 Computer(s) found
This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,

and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

| < Previous | | Next > | Install

Step 6 Click Hyper-V on the Server Roles page, as shown in theFigure 5-46 .

Issue 02 (2024-06-27) Copyright © xFusion Digital Technologies Co., Ltd. 46



XP210 NIC
User Guide

5 Config

Figure 5-46 Select Server Role

& Add Rales and Features Wizard = (] X

C PRR DESTINATION SERVER
Select server roles WIN-3TDRUIS40IT

Bafore You Begin Select one or more roles to install on the selected server.

Roles Description

[[] Active Directory Certificate Services | Hyper-V provides the services that
[] Active Directory Domain Services oL £aly use_m create a"fj mianage
[[] Active Directory Federation Services virtual machines a.nd .Ehelr FETes,
[ Active Directory Lightweight Directory Services Each virtual machine is a virtualized
Confirmation [J Active Directory Rights Management Services computer system that operates in an
[ Device Health Attestation isolated execution environment. This
[] DHCP Server allows you to run multiple operating
] DNS Server systems simultaneously.
[] Fax Server
[®] Filz and Storage Services (1 of 12 installed)
[[] Host Guardian Service

[] MultiPaint Services

[C] Metwork Contraller

[ Network Policy and Access Services

] Print and Document Services

[] Remote Access

] Remote Desktop Services

[ Violume Activation Services

[] Web Server (IiS)

< Previous | | Next> Insta
Step 7 In the displayed dialog box, click Add Features, as shown in Figure 5-47.

Figure 5-47 Add Features (1)

f&; Add Roles and Features Wizard X

Add features that are required for Hyper-V?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Tools
4 Hyper-V Management Tools
[Tools] Hyper-V Module for Windows PowerShell
[Tools] Hyper-V GUI Management Tools

Include management tools (if applicable)

Add Features Cancel

Step 8 The Server Roles page is displayed and click Next. as shown in Figure 5-48.
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Figure 5-48 Add Features (2)

B Add Roles and Features Wizard — ] *
DESTINATION SERVER
Select server roles win sToRUBSOIT

Before You Begin Select one or more roles to install on the selected server,
Installation Type Roles Description
[] Active Directory Certificate Services
[[] Active Directory Domain Services

Server Sel

Hyper-V provides the services that
you can use to create and manage

] Active Directory Federation Services virtiss] machines and thelr resoorces.,
[] Active Directory Lightweight Directory Services Each virtual machine is a V'm‘al'_ZEd
[] Active Directory Rights Management Services computer system that operates in an
] Device Health Attestation isolated execution environment. This
] DHCP Server allows you to run multiple operating

Migration ] DNS Server systems simultaneously.

Default Stores L] Fax Server N .

{ [m] File and Storage Services {1 of 12 installed)
Confirmation [[] Host Guardian Service

[ MultiPaint Services

[] Metwark Controller

] Metwork Policy and Access Services
[] Print and Document Services

[] Remote Access

[] Remote Desktop Services

[] Volume Activation Services

[] Web Sarver (IIS)

Step 9 On the Features configuration page, keep the default settings and click Next, as
shown inFigure 5-49 .

Figure 5-49 Features configuration

iz Add Roles and Features Wizard = i X
) DESTINATION SERVER
Select features WIN3TDPUS40T

Before Yo Select one or more features to install on the selected server,
ore You

Features Description

WY NET Framework 3.5 Feature .NET Framework 3.5 combines the

| [W] NET Framework 4.6 Features (2 of 7 installed) power _Gf the NET FfarHEfNDrk 20

I [[] Background Intelligent Transfer Service (BITS) APls with new technologies for
D BitLocker Drive Encryption building applications that offer
[ BitLocker Network Unlock appealing user interfaces, protect
[] BranchCache your customers’ personal identity
[] Client for NFS information, enable seamless and
[] Containers secure communication, and provide
[[] Data Center Bridging the ability to model a range of
[] Direct Play business processes.

[[] Enhanced Storage

[[] Failover Clustering

[] Group Policy Management

[[] Host Guardian Hyper-V Support

[ /O Quality of Service

[] IS Hostable Web Core

[] Intemnet Printing Client

[ Ip Address Management (IPAM) Server
[T iSNS Server service

| < Previous I [ Next > ‘ nstall

Step 10 On the Hyper-V configuration page, click Next, as shown inFigure 5-50 .

Issue 02 (2024-06-27) Copyright © xFusion Digital Technologies Co., Ltd.

48



XP210 NIC
User Guide 5 Config

Figure 5-50 Hyper-V Configuration

B Add Roles and Features Wizard — O *
- DCESTINATICN SERVER
Hypel—\/ WIN-3TDPUIBADIT

Hyper-V allows you to virtualize your server workloads by running those workloads on virtual machines,
You can use virtual machines to consolidate multiple workloads on one physical server, to improve
server availability, and to increase efficiency in developing and testing software,

Before You Begin

Things to note:
* Before you install this role, you should identify which network connections on this server you want to
use for setting up virtual switches,

* After you install Hyper-V, you can use Hyper-V Manager to create and configure your virtual
machines.

Migration

Defau

Confirmation

Mare information about Hyper-V

Step 11 On the Virtual Switches page, select a network port, such as LOMS5, and click Next,
as shown inFigure 5-51 .

Figure 5-51 Select Network Ports

= Add Roles and Features Wizard = O >
= P = | e DESTINATION SERVER
Create Virtual Switches WIN-3TDPUIGA0T

Virtual machines require virtual switches to communicate with other computers. After you install this

Before You Begin :
= role, you can create virtual machines and attach them to a virtual switch

Insallation Typ

i

One virtual switch will be created for each network adapter you select. We recommend that you create

Sen at least one virtual switch now to provide virtual machines with connectivity to a physical network. You
Server Roles can add, remove, and modify your virtual switches later by using the Virtual Switch Manager.
Featuras Network adapters:

Name Description

LOMS Intel(R) Ethernet Controller X710 for 10GbE SFP+

[ om Intel{R) Ethernet Connection X722 for 10GBASE-T

(i) We recommend that you reserve one network adapter for remote access to this server. To reserve a
network adapter, do not select it for use with a virtual switch,

I < Previous | | Next > | . Install Cancel

Step 12 Select Allow this server to send and receive live migrations of virtual machines on the
Migration page and click Next, as shown in theFigure 5-52 .
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Figure 5-52 Migration configuration page

&= Add Roles and Features Wizard = | *
. . . o= DESTINATION SERVER
Virtual Machine Migration WIN-STDRU620T

Before You Begin Hyper-V can be configured to send and recesive live migrations of virtual machines on this server,
S Configuring Hyper-V now enables any available network on this server to be used for live migrations, If
you want to dedicate specific networks for live migration, use Hyper-V settings after you install the role,

Allow this server to send and receive live migrations of virtual machines
Authentication protocol

Select the protocol you want to use to authenticate live migrations,

(@ Use Credential Security Support Provider (CredSSP)
This protocol is less secure than Kerberos, but does not require you to set up constrained
delegation. To perform a live migration, you must be logged on to the source server.

() Use Kerberos
This protocol is more secure but requires you to set up constrained delegation in your
environment to perform tasks such as live migration when managing this server remotely.

A If this server will be part of a cluster, do not enable migration now. Instead, you will configure the
server for live migration, including specifying networks, when you create the cluster,

| < Previous | | Mext > | Instal

Step 13 On the Default Stores page, keep the default path and click Next. as shown inFigure
5-53.

Figure 5-53 Default Stores Configuration

fE Add Roles and Features Wizard — O =

Default Stores A opmenr

WIN-3TDPUIGA0IT

Before You Beain Hyper-V uses default locations to store virtual hard disk files and virtual machine configuration files,
cC unless you specify different locations when you create the files. You can change these default locations
now, or you can change them later by maodifying Hyper-V settings.

Installation T

Default location for virtual hard disk files:
C:\Users\Public\Documents\Hyper-V\Virtual Hard Disks || Browse..
Default location for virtual machine configuration files:

C:\ProgramData\Microsoft\Windows\Hyper-V

| < Previous | | Next > | Instal

Step 14 On the Confirmation page, click Install, as shown in Figure 5-54.
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Figure 5-54 Confirmation

[z, Add Roles and Features Wizard - O X
Wi o e e by DESTINATION SERVER
Confirm installation selections WiN-3ToRUIBOT

To install the following roles, role services, or features on selected server, click Install

[C1_ Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page bacause they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Hyper-V

Remote Server Administration Tools
Role Administration Tools

Migration

Hyper-V Management Tools
Default Stores Hyper-V Module for Windows PowerShell

Hyper-V GUI Management Tools

< Previous | | Mext > [ msta | [ cancel

Step 15 After Hyper-V is installed, click Close, as shown in theFigure 5-55 .

Figure 5-55 Hyper-V installation complete

iz Add Roles and Features Wizard — | *
L ' - = P i DESTINATION SERVER
Installation progress WIN-STDRUIGDT

View installation progress

|, Feature installation

A restart is pending on WIN-3TDPUIG4DIT, You must restart the destination server to finish the

installation

Hyper-V
Remote Server Administration Tools
Role Administration Tools
Hyper-\V Management Tools
Hyper-V Module for Windows PowerShell
Hyper-V GUI Management Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details,

Export configuration settings

o

Step 16 Restarting the Windows system takes effect.

Step 17 After the system restarts, you can see the Hpyer-V in the left navigation bar of the
Server Manager page, as shown in theFigure 5-56 .
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Figure 5-56 View Hyper-V

Server Manager * Hyper-V @V Memmge oo vew w
= SERVERS —
IE5 Dashboard All servers | 1 total | TASKS =

i Local Server

== el Ew @R v
H&E All Servers . -

§ File and Storage Services b Server Name P4 Address

Hyper-V

§2 169.254.56.11,160.254.81.195,169.254,83.183,192.168.1(

oacnocs oo
Add Roles and Features
Shut Down Local Server
Computer Management
Remote Desktop Connection
Windows PowerShell
Configure NIC Teaming

|
|
T Hyper-V Manager

Manage As ..

Start Performance Counters

EVENTS —
All events | 12 total | TASKS w

Refresh

Copy

Step 18 Click Hyper-V in the navigation tree on the left. In the right, select Server in the
SERVERS list. Right-click Hyper-V Manager and choose Hyper-V Manager from the
shortcut menu. as shown inFigure 5-56 .

---End

5.4.2.2 Creating a Virtual Switch

Step 1 Right-click Hyper-V, and choose Virtual Switch Manager from the shortcut menu.
Configure a virtual switch. Then, the VM can add the SR-IOV network port, as shown
inFigure 5-57 .
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Figure 5-57 Enter Hyper-V Manager

Step 2 Click Create Virtual Switch, as shown inFigure 5-58 .

ii Hyper-V Manager
Eile

ﬁ Hyper-V Manager ‘
E W|N'01Wn' (Ta al W HI:HI‘IH

View Help

= 2@ HE

New ¥

Import Virtual Machine...
Hyper-V Settings...
Virtual Switch Manager...
Virtual SAN Manager...

Edit Disk...
Inspect Disk...

Stop Service

Remove Server

Refresh

View -3

Help
[
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Figure 5-58 Creating a Virtual Switch

54 Virtual Switch Manager for WIN-3TDPUIB40IT = *

& Virtual Switches

o= New virtual network switch
# Global Network Settings

4 MAC Address Range
00-15-50-64-04-00 1

[-64-94-00 o 00-15-50-6...

2 Create virtual switch

What type of virtual switch do you want to create?

eema ]

Internal
Private

Create Virtual Switch

Creates a virtual switch that binds to the physical network adapter so that virtual
machines can access a physical network.

o ] cone

Step 3 Select an X710 network port and name it Switch_v1 (user-defined name). Select
Enable single-root I/O virtualization (SR-IOV) and click Apply. In the displayed dialog
box, click yes. Then click OK. as shown inFigure 5-59.
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Figure 5-59 Associating NIC Ports

28 Virtual Switch Manager for WIN-ITDPUIB40IT — bt

*. Vitial Switches 2. Virtual Switch Properties
% New virtual network switch

. Switch_vi1 fla
Intel(R) Ethernet Controller X... |5Witl:h vl

# Global Network Settings
.H. MaC Address Range

59400 to 00-15-

MNotes:

Connection type
What do you want to connect this virtual switch to?

(@ External network:
mtdm} Ethernet (;nntml]er X710 for .'LDGbE SFP+ W
Allow management operating system to share this network adapter
Enable single-root 1jO virtualization (SR-10V)

() Internal network

() Private network

WLAN ID
[] Enable virtual LAN identification for management operating system

Remove

o SR-I0V can only be configured when the virtual switch is created, An external
virtual switch with SR-10V enabled cannot be converted to an internal or private
switch,

o ][ concd bosty

Step 4 After the configuration is complete, you can view the corresponding network port
(Hyper-V Virtual Ethernet Adapter) in Device Manager, as shown in Figure 5-60.

Figure 5-60 View Virtual Switch

~ [ Network adapters
|_I? Hyper-V Virtual Ethernet Adapter
[? Intel(R) Ethernet Connection X722 for 10GBASE-T
@ Intel(R) Ethernet Connection X722 for 10GBASE-T #2
I? Intel(R) Ethernet Connection X722 for 1GBE
I? Intel(R] Ethernet Connection X722 for 1GbE #2
[? Intel(R) Ethernet Controller X710 for 10GBE SFP+
@ Intel(R) Ethernet Controller X710 for 10GBE 5FP+ =2
I? Intel(R]) 1330 Gigabit Metwork Connection
I? Intel(F} 1350 Gigabit Metwork Connection #2

---End
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5.4.2.3 Create VM

Step 1 Right-click the installed Hyper-V, and choose New & gt; Virtual Machine "Create a
virtual machine, as shown in the Figure 5-61.

Figure 5-61 New VM
Ei Hyper-\ Manager

File Action View Help

% Hyper-V Manager
E WIN- Wirtrinl Mllar bl
New » Virtual Machine...
Import Virtual Machine... Hard Disk...
Hyper-V Settings... Floppy Disk...

Virtual Switch Manager...
Yirtual 5AN Manager...

Edit Disk..
Inspect Disk...

Stop Service
Remove Server

Refresh e salected viftual machine has no che

View »

Help

Step 2 On the Before You Begin page, retain the default settings and click Next, as shown in
theFigure 5-61 .
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Figure 5-62 Precautions to Begin

5 New Virtual Machine Wizard >

L3 Before You Begin

Before You Begin This wizard helps you create & virtual machine, You can use virtual machines in place of physical
computers for a variety of uses. You can use this wizard to configure the virtual machine now, and

Spedify Name and Location you can change the configuration later using Hyper-V Manager.

Speafy Generation
pedly To create a virtual machine, do one of the following:
Assign Memory
» Click Finish to create a virtual machine that is configured with default values.

Configure Networking » Click Next to create a virtual machine with a custom configuration.

Connect Virtual Hard Disk
Installation Options

Summary

[[] Do nat show this page again

Step 3 On the Specify Name and Location page, enter the VM name, for example,
Windows2016, and click Next, as shown inFigure 5-63 .

Figure 5-63 Enter a VM name.

3 New Virtual Machine Wizard X

= Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.

Spedify Name and Lacation The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
Specify Generation identify this virtual machine, such as the name of the guest operating system or workload,

Assign Memory MName: |win|:|owsZD 15

Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a

Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server,
Installation Options [] store the virtual machine in a different location
Summary C:\ProgramData \Microsoft\Windows \Hyper-V\,

< Previous Einish Cancel

Step 4 On the Specify Generation page, specify the VM type and click Next, as shown in
Figure 5-64
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Figure 5-64 Specifying the VM Type

B Mew Virtual Machine Wizard

= | Specify Generation

Before You Begin Choose the generation of this virtual machine.
Specify Name and Location (@ Generation 1
This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides

Ay My virtual hardware which has been available in all previous versions of Hyper-V.

Configure Networking O Generation 2

Connect Vil Herd Disk This wirtual machine_ generation provides .support for newer virtualization features, has UEFI-based

firmware, and reguires a supported 64-bit guest operating system.

Installation Options
P ‘g_"ﬁ Once & virtual machine has been aeated, you cannot change its generation,

Summary

More about virtual machine generation suppart

< Previous Einish Cancel

Step 5 On the Assign Memory page, click Next, as shown inFigure 5-65 .

Figure 5-65 Allocate memory

B3 Mew Virtual Machine Wizard b
[ Assign Memory

Before You Begin Spedfy the amount of memory to allocate to this virtual machine, You can spedfy an amount from 32
MEB through 12582912 MB. To improve performance, specify more than the minimum amount
recommended for the operating system,

Speafy Generation S it ol ME

Configure Networking

Specify Name and Location

[[] Use Dynamic Memary for this virtual machine.

o When you decde how much memory to assign to a virtual machine, consider how you intend to

Connect Virtual Hard Disk use the virtual machine and the operating system that it will run.

Installation Options

Summary

< Previous Einish Cancel
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Step 6 On the Configure Networking page, select Not Connected and click Next. as shown
inFigure 5-66 .

Figure 5-66 Configuring the Network

= Configure Networking

Before You Begin Each new virtual machine indudes a network adapter, You can configure the network adapter to use a

ety N e L ntions virtual switch, or it can remain disconnected.

Specfy Generation Connection; | Mot Connected -

Assign Memary

Configure Networking

Connect Virtual Hard Disk
Installation Options

summary

< Previous Einish Cancel

Step 7 On the Connect Virtual Hard Disk page, set hard disk parameters and click Next, as
shown in Figure 5-67
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Figure 5-67 Setting Hard Disk Parameters

I New Virtual Machine Wizard

o Connect Virtual Hard Disk

Before You Begin

Spedfy Name and Location

Speafy Generation

Assign Memory

Configure Networking
Installation Options

Summary

A virtual machine requires storage so that you can install an operating system, You can specfy the
storage now er configure it later by madifying the virtual machine’s properties.

(®) Create a virtual hard disk
Use this option to create a YHDX dynamically expanding virtual hard disk.

MName: aindows20 16, vhdx |

Location: |C:\JJsers'lPublic'lDomments\Hyper-\"'l,'\a'irh.lal Hard Disks), | Browse...

Sze: | 127| GB (Maximum: 64TE)

() Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either YHD or VHDX format.

C:\Users\Public\DocumentsHyper -V \Wirtual Hard Disks),

(O Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

< Previous Einish Cancel

Step 8 On the Installation Options page, select an installation image source and click Next.
as shown in Figure 5-68.
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Figure 5-68 Installing a Mirror Source

= New Virtual Machine Wizard b

La Installation Options

Before You Begin You can install an operating system now if you have access to the setup media, or you can install it

later.
Spedfy Mame and Location St

Spedfy Generation (T} Install an operating system later

Assign Memory (@) Install an operating system from a bootable CD/DVD-ROM
Configure Networking Media
Connect Virtual Hard Disk (®) Physical CD/DVD drive: | D: ~
() Image file (iso):
Summary

() Install an operating system from a bootable floppy disk

() Install an operating system from a network-based installation server

< Previous Einish Cancel

Step 9 On the Summary page, click Finish to complete the VM creation.

Step 10 Right-click the created VM and choose Start from the shortcut menu to start the VM,
as shown inFigure 5-69 .

Figure 5-69 Start the VM

% Hyper-V Manager m
Ef WIN-01MQ6CDLLOQ [ Mictual Machines

Mame State CPU Usage Assigned Memaory

| J windaws2016 Off

Connect...

Settings...
Start
Checkpoint

Move...

_ Checkpoints et

The selected vir Rename...
Delete...

Enable Replication...

Help

Step 11 Double-touch the virtual machine to open the virtual machine window, and boot to the
interface shown in Figure 1-78. Follow the instructions in the Server OS Installation
Guide for the operation.
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Figure 5-70 Entering the System Installation Page

&3 windows2016 on WIN-OTMQSCDLLOQ - Virtual Machine Connection
File Action Media Clipboard View Help

=% @O nmr &

Windows Server- 2016

Time and currency format: [{Sib I RIRTE R &)

Enter your language and other preferences and click "Mext” to continue.

orporation. All nghts reserved

---End

5.4.2.4 Adding SR-IOV Network Ports
Step 1 On the VM, click Shut down to power off the VM, as shown inFigure 5-71 .

Figure 5-71 Power off the VM

Shut down

Restart

@)

Step 2 Select File & gt; from the menu bar Settings, as shown in the Figure 5-72.

62
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Figure 5-72 Start to set

I_.E windows2016 on WIN-O1MOECDLLOGQ - Virtual Machine Connection — = *

File | Action Media Clipboard View  Help
Settings., Ctrl+0 | E—;:

Exit

The virtual machine ‘windows2016" is tumed off

To start the virtual machine, select "Start’ from the Action menu

Step 3 In the navigation tree, choose Add Hardware. In the right pane, choose Network
Adapter. Click Add. as shown inFigure 5-73.
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Figure 5-73 Add Network Port
E’I Settings for windows2016 on WIN-O1MQBCDLLOC == X
® Hardware lI- Add Hardware
r Add Hardware
3 BI0S ‘You can use this setting to add devices to your virtual machine.
Boot from CD Select the devices you want to add and dick the Add button,
v e ) 5CSI Controller
Key Storage Orive disabled Netwark Adapter
Wl Memory RemoteF¥ 30D Video Adapter
4096 MB Legacy Network Adapter
= | Processor Fibre Channel Adapter
1 Virtual processor
= | IDE Contraller 0

¥ oy Hard Drive
w2016, vhdx
= | oE Controller 1
DVD Drive
None
&l scsI Controller
@ comi
MNone
i comz2
Monge
[ piskette Drive

Nane

% Management

|]_ﬂ MName
windows20 15
|_| Integration Services

Some services of
(& Checkpoints
Production
ﬁ Smart Paging File Location

Ct\ProgramDataMicrosoft\Win...

Tered

Fi Automatic Start Action
Restart if previously running

Fe Automatic Stop Action

Virtual machines are created with one network adapter. You can add additional netwark
adapters as needed.

Cancel

Step 4 Select Switch_v1 under Virtual Switch, as shown inFigure 5-74 .
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Figure 5-74 Select VM

Ei Settings for windows2016 on WIN-O1MQeCDLLOC =

% Hardware

l" Add Hardware
& g10s
Boat from €D
. Security
Key Storage Drive disabled
W Memory
# ] Processor
1 Virtual processor
= [ DE Controller 0
[#l g Hard Drive
ndows 20 16, vhdx
= | DE Contraller 1
DVD Drive
Mone
& scsI Controller
+# _|‘<, Network Adapter
Switch_v1
oM
i com2
[ Diskette Drive

# HManagement

m MName
indows20 16
._'| Integration Services
some services offered
& Chedpoints

':ﬂ Smart Paging File Location

Y Automatic Start Action

- roar aia Microsott Wi

-'i" Metwork Adapter

Specify the configuration of the network adapter or remove the netwark adapter.
Virtual switch:

Switch_v1 »
Mot connected

82599

(=]

Bandwidth Management
[] Enable bandwidth management

o

To remove the network adapter from this virtual machine, dick Remove.

Bemove
o Use a legacy network adapter instead of this network adapter to perform a

network-based installation of the guest operating system or when integration
services are not installed in the guest operating system.

Cance Apply

Step 5 In the navigation tree on the left, click the new®in front of Switch_v1, expand the
options, choose Hardware Acceleration, select Enable SR-IOV in the right pane, and
click OK. as shown inFigure 5-75 .
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Figure 5-75 Enable SR-IOV

E' Settings for windows2016 on WIN-O1MQECDLLOG FEES

r Add Hardware
[ s10s
. Security

W Memory

= ] Processor

= [ IDE Controller 0
[# e Hard Drive
= | 1DE Controller 1
VD Drive
& scs1 Controller
= 4 Network Adapter
Switch_wv1
I Hardware Acceleration I

Advanced Features
@ CoM1

i comz
[ Diskette Drive

% Management

1] Name

|*] Integration Services

(ke Chedpoints

% Hardware ~

FE Smart Paging File Location W

Hardware Acceleration

Spedfy networking tasks that can be offloaded to a physical network adapter.

Virtual machine queus

Virtual machine queue (VMQ) reguires & physical network adapter that supports
this feature.

Enable virtual machine gueue

IPsec task offioading

Support from a physical network adapter and the guest operating system is
required to offload [Psec tasks.

Whien sufficient hardware resources are not available, the security assodations
are not offioaded and are handled in software by the guest operating system,

Enable IPsec task offioading

Select the maximum number of offloaded security assodations from a range of 1 to

4096,
Maximum number; | 512| Offloaded SA

Single-root IO virtualization

Single-root 10 virtualization (SR-I0V) requires specific hardware, It also might
require drivers to be installed in the guest operating system.

When suffident hardware resources are not available, network connectivity is
provided through the virtual switch.

Enable SR-IOV

Cancel pply

Step 6 Choose Action & gt; from the menu bar. Start to start the VM, as shown inFigure

5-76 .

Figure 5-76 Start the VM

? windows2016 on WIN-OTMQeCDLLOO - Virtual Machine Connection

File | Action | Media Clipboard View Help

Ctri=Alt+Delete

Start

Shut Down...

Ctri+ Alt+End

Ctrl+5
Ctri+[
Ctri+ &
Ctri+P
tri+R

Ctrl+M

ne 'windows2016' is turned off

Ctrl+E
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Step 7 Log in to the VM and access the task manager. You can find the Microsoft Hyper-V
Network Adapter, as shown inFigure 5-77 .

Figure 5-77 Viewing Virtual Network Ports

A Device Manager = O ®

File Action View Help
p B HE B
v i WIN-HUDSVVLMKAL
& Computer
- Disk drives
3 Display adapters
o= DVD/CD-ROM drives
<= Floppy disk drives
«& Floppy drive controllers
g Human Interface Devices
== |DE ATA/ATAP| controllers
= Keyboards
w Mice and other pointing devices
[ Monitors
w [ Network adapters
& Microsoft Hyper-Y Network Adapter

=

i B

---End

5.4.3 Configuring Port SR-IOV in VMware

The following uses VMware ESXi 7.0 U3 as an example to describe how to configure
port SR-IOV in VMware.

5.4.3.1 Enable SR-IOV

In VMware ESXi, SR-IOV can be enabled for cluster-managed servers and non-
cluster-managed servers.

Prerequisites

The latest version of the network card driver is installed; the NIC supports SR-IOV
functionality, and VMware ESXi has compatible support for the NIC's SR-IOV, which
can be verified through the "VMware Compatibility Guide."

Step 1 to remotely log in to Shell over SSH through the xx port as the root user.

Step 2 Run the esxcli network nic list command to view the list of network devices that use
the NIC driver, and determine the NIC location from the list.

Information similar to the following is displayed:

[root@localhost:~] esxcli network nic list
Name PCIDevice Driver Admin Status Link Status Speed Duplex MAC Address MTU Description

vmnicl 0000:a8:00.0 igbn Up Up 1000 Full 34:73:79:2e:d8:79 1500 Intel Corporation 1350 Gigabit
Network Connection

vmnic2 0000:a8:00.1 igbn Up Up 1000 Full 34:73:79:2e:d8:7a 1500 Intel Corporation 1350 Gigabit
Network Connection

vmnic3 0000:a8:00.2 igbn Up Up 1000 Full 34:73:79:2e:d8:7b 1500 Intel Corporation 1350 Gigabit
Network Connection

vmnic4 0000:a8:00.3 igbn Up Up 1000 Full 34:73:79:2e:d8:7c 1500 Intel Corporation 1350 Gigabit
Network Connection

vmnic5 0000:16:00.0 bnxtnet Up Up 10000 Full 34:73:79:bd:05:d6 1500 Broadcom BCMS57412
NetXtreme-E 10Gb RDMA Ethernet Controller

vmnic6 0000:16:00.1 bnxtnet Up Up 10000 Full 34:73:79:bd:05:d7 1500 Broadcom BCMS57412
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vmnic7 0000:b8:00.0 nmlx5 core Up Up 25000 Full 34:73:79:91:85:18 1500 Mellanox Technologies
MT27800 Family [ConnectX-5]
vmnic8 0000:b8:00.1 nmlx5 core Up Up 25000 Full 34:73:79:91:85:19 1500 Mellanox Technologies

MT27800 Family [ConnectX-5]
[root@localhost:~]

Step 3 Log in to the IP address of VMware ESXi 7.0 U3 using a browser on a PC. The main
page is displayed, as shown inFigure 5-78 .

Figure 5-78 The session dialog box is displayed.

£ Navigator « | @ tocathost.tocaidomain

Gt Get vCenter Server | *@) Create/Register vM | Uff shutdown <] Reboot | C Refresh | € Actions L FREE:2589GHz

onitor §% localhost.localdomain e CAPACITY: 2692 G
i B

~ & rheis.6

Uptime: 0aays storace FREE 11278

USED: 621668 CAPACTY:118TB.

Step 4 In the navigation tree, select the host to be configured, click the Manage tab, select
Hardware > PCI Devices > SR-IOV capable, and select BDF 0000 for which SR-IOV
is to be configured. b8: 00.1, click Configure SR-IOV, as shown inFigure 5-79 .

Figure 5-79 Select the port to be configured

Q search

PCied 0 x6: (MCXES3!

000070000
000072:00.0
000028003

MT27800 Family [ConnectX-5]

Vs oun

nnnnnnnn

Step 5 Set Enabled to Yes and Virtual functions to the required value, as shown in theFigure
5-80 . Click Save.

Figure 5-80 Configure parameters.

# Configure SR-IOV for MT27800 Family [ConnectX-5]

Enabled

Virtual functions

Step 6 After restarting the computer, switch to Quick filters. Check the device list. The VF
device appears, as shown in theFigure 5-81
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Figure 5-81 VF Device

’ ’ ff Rebootnost | C Refresn Q sesren

Address ~ | Description + SRiOV « | Passthrough «  Hardware Lat

O/ o0000:8:00.0 Intel Corporation 1350 Gigabit Network Connection Disabled Disabled

0000:08:01.3

s MT27800 Family

0000:08:01.2 0 Fam

0000:58:00.1

0000:8:00.0

430 items

Step 7 View the number of VFs successfully enabled. Assume that two VFs are enabled for

each PF of the XC382. Run the Ispci | grep -i "virtual function" command to check
whether the number of PCI devices corresponding to the VFs enabled for SR-IOV is
consistent with the configured parameters.

Information similar to the following is displayed:

[root@localhost:~] Ispci | grep -i "virtual function"

0000:b8:00.2 Ethernet controller: Mellanox Technologies MT27800 Family [ConnectX-5 Virtual Function]
[PF_0.184.0_VF 0]

0000:b8:00.3 Ethernet controller: Mellanox Technologies MT27800 Family [ConnectX-5 Virtual Function]
[PF_0.184.0_VF 1]

----End

5.4.3.2 Adding SR-IOV Network Ports

Step 1 Select the VM and click Power Off, as shown inxref .

Figure 5-82 Power off the VM

o n o # Edit C Refresh & Actions

rhei8.6 .
Guest 05 Red Hat Enterprise Linux & (64-bi) oMz
Compatibity £5X17.0 U2 virtusl machine
VMuare Tools Yes
cpus 1

Memory sce

~ Hardware Configuration

# Editnotes

R Select disc image

Step 2 Right-click the VM and choose Edit from the shortcut menu, as shown in theFigure

5-83 .
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Figure 5-83 Entering the Settings screen

& meis.c

El Console Monitor | B> Power on Power off

3 Restart \\ C Refresh | # Actions
rhel8.6

Guest 0S Red Hat Enterprise Linux 8 (64-bit)
Compatibility. ESXi 7.0 U2 virtual machine
VMware Tools Yes

CPUs 6

Memory 8GB

~ General Information

> © Networking > {3 cru
> & VMware Tools VMuiare Tools is not managed by vSphere & Memory
> B storage Tdisk > Y Hard gisk 1

[ Notes # Edit notes 2 USB controller

> &, Network adapter 1
> 6, Network adapter 2
> & Network adapter 3
> [ Video card

> @ CD/DVD drive 1

> @ Others

Step 3 Click Add network adapter and select

& Edit settings - rhel (ESXi 7.0 U2 virtual machine)

virtual Hardware [ICRSLHEGH
(£ Add hard disk | 'S, Add network adapter & Add other device

> @ cru R )
> @ Memory

> Y Hard disk 1

> & 5CS Controller @

SATA Controlier 0

& USB controller 1

> '8, Network Adapter 1

~ Hardware Configuration

16 VCPUs
sce
50GB
USB2.0

VM Network (Conny

port382minx (Conn

Port333be (Connect
16 MB

1SO [datastore1] idriver/rhel-8 6-X86_64-Gvd.iso

Additional Hardware

mxp1.

| Eg Connect

> '8, New Network Adapter I[M,;;q |

- | 2 Connect

> € CD/DVD Drive 1

> B Video Card

Step 4 Select SR-IOV passthrough for Adapter Type and BDF for Physical function.

» '8, Network Adapter 1 VM Network
. mxp!
~ 8, New Network Adapter

Status

Connect at power on

~ | [0 Connect

cru

0 MHz

MEMORY (——zy
0B

]

STORAGE
50 GB

B Select disc image

- | cannect

Adapter Type

VMXNET 3

MAC Address

> € CD/DVD Drive |

» O Video Card

[J Connect

x

x

Issue 02 (2024-06-27)

Copyright © xFusion Digital Technologies Co., Ltd.

70



XP210 NIC
User Guide 5 Config

- mxpi >
'8, New Network Adapter

Status

Connect at power on

Adapter Type

Memaory reservation

[P AT BCMST412 Netxt E 10Gb RDMA

BCM57412 MetXtreme-E 10Gb RD

MAC Address

Guest OS5 MTU Change

Step 5 Configure Memory. In Memory, select Reserve all guest memory (All locked) and
click Save. as shown in Figure 5-84.

Figure 5-84 Configure parameters.

*&® Edit settings - rhel (ESXi 7.0 U2 virtual machine)

Virtual Hardware VM Options

(£} Add hard disk ‘S, Add network adapter B Add other device

MBE

Reserve all guest memory (All locked)

MB

> £\ Hard disk 1

> & 5CS Controller 0

Step 6 Start the VM

Step 7 Run the following command to locate the device with the SR-IOV network port:.
Ispci | grep -i Ethernet | grep -i virtual
Information similar to the following is displayed:
16:00.0 Ethernet controller: Mellanox Technologies MT27800 Family [ConnectX-5 Virtual Function]

Step 8 Install the VF driver on the VM by using the NIC of each vendor or use the iDriver.
----End

5.5 Configuring VXLAN Offload

Step 1 Log in to the server OS as the root user, right-click on the screen, and choose Open
Terminal from the shortcut menu to open the CLI.

Step 2 Find the network port name for which VXLAN offload is to be configured. For
example, ens65f0np0 is used.
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Step 3 Run the ethtool -K ens65f0np0 tx-udp_tnl-segmentation on tx-udp_tnl-csum-
segmentation on command to enable VXLAN offload.

Step 4 Run the ethtool -k ens65f0np0 |grep -i udp command to view the enable result.

[root@localhost ~]# ethtool -K ens65f0np0 tx-udp_tnl-segmentation on tx-udp_tnl-csum-segmentation on
[root@localhost ~]# ethtool -k ens65f0np0 |grep -i udp

tx-udp_tnl-segmentation: on

tx-udp_tnl-csum-segmentation: on

tx-udp-segmentation: off [fixed]

rx-udp-gro-forwarding: off

rx-udp_tunnel-port-offload: on

---End
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Appendixes

A.1 Logging In to the iBMC WebUI

A.2 Getting Help

If a fault persists during routine maintenance or troubleshooting, contact technical
support.

A.2.1 Collecting Fault Information

Collect fault information before troubleshooting.

The information includes:

Customer company and address

Contact person and telephone number

Time when the fault occurred

Detailed fault symptom

Device types and software versions

Measures taken and effects

Fault severity and expected rectification deadline

A.2.2 Preparing for Debugging

Technical support engineers can assist you in further collecting fault information and
rectifying the fault.

Before contacting technical support, get ready the spare parts and tools such as
screwdrivers, screws, serial cables, and network cables.

A.2.3 Using Product Documentation

xFusion provides a complete documentation shipped with the device. The
documentation provides guidance on how to solve common problems that occur
during routine maintenance and troubleshooting.
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Refer to the documentation before you contact xFusion for technical support.

A.2.4 Technical Support

xFusion provides timely and efficient technical support through:

e Local branch offices

e  Secondary technical support system
e Telephone technical support

e Remote technical support

e Onsite technical support

Technical Support Website

Technical documents are available at xFusion website.

Knowledge Base

To obtain case study about servers, visit Knowledge Base.

Contact xFusion

xFusion provides comprehensive technical support and services. To obtain
assistance, contact xFusion technical support as follows:

e Contact xFusion customer service center.
—  Email: support@xfusion.com

e  Contact technical support personnel at your local xFusion branch office.

A.3 Acronyms and Abbreviations

E

EEE Energy Efficient Ethernet

I

IP Internet Protocol

M

MSI Message Signaled Interrupts

MSI-X Message Signaled Interrupts-eXtension
N

NC-SI Network Controller Sideband Interface
(o)

(0 1] Operating System
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P
PCle PCI Express
PXE Preboot Execution Environment
R
RSS Receive Side Scaling
S
SR-I0OV Single Root I/O Virtualization
T
TCP Transfer Control Protocol
TSO Transmit Segmentation Offload
U
UDP User Data Protocol
Vv
VF Virtual Function
VLAN Virtual Local Area Network
VM Virtual Machine
VMDq Virtual Machine Device Queue
w
WOL wake on LAN
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